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This paper presents some preliminary findings of the digital transformation methodology inno-
vation research done as part of the PhD studies. The COVID-19 pandemic changed the way we
work and a large majority of the companies found themselves not prepared to move to a full
remote or hybrid workforce model. Traditional software platforms and components are not
designed for remote use, nor offer the right information protection and governance features.
This paper presents a study of how business executives see the future workplace and a method-
ology for short term mitigation and long-term planning in the context of hybrid workplace.
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Introduction

Digital transformation, also called, digital-
ization, is the integration of digital technology
into all areas of a business, fundamentally
changing how it operates and delivers value.
Digital technologies are changing the way
businesses operate, and this change is faster
than the pace of transformation. Such radical
changes are typically undertaken in pursuit of
new business models and revenue streams,
driven by changes in customer expectations
around products and services as well as digital
upstarts that are upsetting traditional indus-
tries, leveraging scalable technology and par-
ticipative networks.
Digital transformation is not new, but the con-
versation has shifted to how rather than why.
Digital business reached a tipping point in
2018 as organizations scaled their digital ca-
pabilities. Despite the challenges of the
COVID-19 pandemic, enterprises around the
world are making significant investments in
the technologies and services that enable the
digital transformation of their business mod-
els, products, and services. According to sur-
veys done by Mulesoft [1], more than three
quarters of managers and more than half of
employees say their organizations are en-
gaged in digital transformation. To help move
digital transformation forward, having the
right digital-savvy leaders in place is consid-
ered key. Even as IT budgets shrink due to the
COVID-19 pandemic, the crisis has

underlined the importance of digital transfor-
mation and accelerated its pace for many or-
ganizations.

However, organizations struggle to turn their
digital ambitions into reality. There is a gap
between expectation and results. Inconsistent
sponsorship from leadership is a top challenge
for those leading digital transformation and
cultural issues also pose notable difficulties
with companies that span multiple countries
or even continents. Despite the concerns,
many companies embrace the change digital
technologies offers. IDC [2] forecasts global
digital transformation spending will reach
$1.3 trillion in 2020, and Markets and Markets
expects the digital transformation market size
to grow to just over $1 trillion by 2025. Con-
necting consumer experiences and data-driven
decision making are key drivers of transfor-
mation efforts.

In a digital business transformation context,
business functions, processes, assets, models,
and activities are interconnected. Thisis an es-
sential aspect of digital transformation. Ulti-
mately, success in the digital age lies not in the
efficiency of technology but in the dexterity
and adaptability of the people who use it. Dig-
ital is an enterprise-wide strategic priority, but
there's a lot of work to be done to get it right.
The global COVID-19 pandemic has simulta-
neously slashed IT budgets and revealed the
urgency of reaching consumers digitally as
quarantines have upended traditional ways of
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doing business across most sectors. A survey

by McKinsey found that the most commonly

mentioned objective for digital transfor-
mations is digitizing the organization’s oper-
ating model, cited by 68% of respondents.

Historically, every disruption brought signifi-

cant change and improvement to the ways if

working and to the quality of life:

e The first industrial revolution started at the
end of the 18" century and was led by the
invention of the steam engine. While the
mechanization of the agriculture was not
seen at first as an improvement for the ag-
riculture workers, it later allowed them to
explore other industries with higher
wages. Also, this improved the mobility
between countries by developing railroads
and trains. The disruptor was the technol-
ogy itself: new ways of producing and uti-
lizing energy. This process of transfor-
mation took about 100 years.

e The second industrial revolution started at
the end of the 19" century with the help of
new energy sources: electricity, gas and
oil. The massive technological advance-
ments allowed the energy sources to be
lighter, cheaper and easier to store and
transport. The democratization of energy
and communication allowed companies to
expand to other countries and even conti-
nents much faster than ever before.

e The third industrial revolution happened
in the middle of the 20" century with the
emergence of the nuclear energy and the
programmable logic controllers. As with
the other industrial revolution, the adop-
tion of these new innovations was driven
by value to the community and took years.
What we’re observing is that the adoption
cycles have substantially decreased from
100 years, to 50 and then 20 and the im-
pacted percentage of the population has
steadily increased.

e The last industrial revolution, called In-
dustry 4.0. This was driven by something
we all use every day: The Internet. As with
all others, the initial adoption was value
driven, the time to adopt has significantly
decrease, but only a part of the large pop-
ulation received full benefits from

adopting it. The complexity of the tech-
nology is much higher and some tradi-
tional industries are not able to take full
benefit of it. Industry 4.0 has an additional
catalyst that others did not: a pandemic
that required lockdown and accelerated
use of technology to ensure business con-
tinuity.

The paper aims to identify the factors that
are critical for enabling remote work in
traditional technologies and help compa-
nies protect their employees in a pan-
demic. These times are unprecedented and
pose significant challenges but also oppor-
tunities to improve the quality of life for
information workers, expand the recruit-
ment area outside of large cities and help
fill in the income gap between high cost
labor markets and low-cost labor markets.

2 Current Context of Remote Working
The global COVID-19 pandemic has simulta-
neously slashed IT budgets and revealed the
urgency of reaching consumers digitally as
quarantines have upended traditional ways of
doing business across most sectors.

Whether for business, educational, or personal
purposes, it is clear that people have turned to
digital channels to fulfill many aspects of their
lives. As a result, customers are no longer ex-
pecting only the basic experiences they were
offered before; instead they have developed
much higher personalized and digital need.
This is why all businesses, regardless of in-
dustry or size, have to accelerate their digital
adoption, transform their operations to meet
consumers where they are and give them the
experience they expect. While this is an un-
precedented thread to the human health, it
poses a great momentum to transform multi-
ple traditional businesses that were not ade-
quate for the new Industry 4.0.

Many business are exploring different strate-
gies for a phased return to the office when the
medical safety allows it, 23% of the employ-
ees [4] say that they would like to work more
from home. This means a high digitalization
of operations that allows the company to run
uninterrupted with a part or all workforces be-
ing remote.
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PwC ran an extensive survey in January 2021,
almost one year after the lockdowns have
started to affect the workforce around the
world [5]. The company evaluated a few fac-
tors: executive and employees’ perception on
work from home experiment results, returning
to the office timelines, future of remote and
office work and company culture impact.

First and foremost, the evaluation of remote
work shows different results between what
employee and what employers think (Fig. 1)
[5]. 83% of the employers consider that re-
mote work has been successful, whereas only

B Successful

1% ’ ‘

83%

Employers

B Mixed results

71% of the employees consider the same. The
disconnection between employers and em-
ployees has been attributed to lack of prepara-
tion and knowledge on how to manage “the
new normal”: building a schedule, mental
health and separating work from personal life.
Safety and Health Magazine [6] ran a survey
with more than 4000 employees in the US and
found that 84% of the workers consider men-
tal health more important than a year ago and
32% consider that stress is top of their health
concerns. 33% of the employees reported
symptoms of anxiety or depression.

B Unsuccessful

Employees

Fig. 1. Remote work has been a successful experiment

The next important factor evaluated by PwC
is the workplace culture consistency. There
are valid concerns that companies will not be
able to build, maintain or change their culture
in a remote working environment with current
knowledge and abilities. The consensus is that
offices are here to stay, but their main purpose
will significantly change in the next years.
There is a low appetite to return to the office

in the same pre-pandemic format. Only 13%
of the executive active support this model.
With regards to culture building, the majority
of the executives still consider “weekly” pres-
ence to the office. A total of 84% of execu-
tives consider at least 1 day per week presence
in the office as being critical to maintaining
the culture. Fig. 2 presents a breakdown of the
results.



Informatica Economica vol. 25, no. 1/2021

89

M Tokeepa strong culture, employees should be in the office...

About 1-3 days per month

I G

One day per week

I 5

Two days per week

I, 157

Three days per week

e, 27

Four days per week

Five days per week

I, 2%

Employees don't need to be in the office to maintain company culture

I 57

Fig. 2. Keeping a strong culture - survey breakdown

Last, but equally important is the timeline to
return to the office. The expectation to at least
return partially to the office differs depending
on the age group, but the numbers seems to be
rather surprising: 55% of the employees’ men-
tion they already spend at least half of their
time in the office. The rollout of vaccines is
raising confidence on medical safety, but
there is a high level on uncertainty on how to
successfully manage the return to office or at
least a hybrid workplace model. Definitely,
the workplace structure should change and
have less populated spaces to ensure safety.

Interestingly, the survey results show a dis-
crepancy between the expectations and what
is actually happening in the field. While em-
ployers and employees considering to a large
extent that this has been a successful experi-
ment and there is a strong appetite to continue
investment in remote working technology, a
large majority of employees wants to return to
the office. This leads to the conclusion that the
future workplace will be a hybrid one, with

flexibility to choose where employees will be
working from. Thus, employers will have to
transform their operation models to accom-
modate remote work and seamlessly collabo-
rate without restrictions in a hybrid model.

3 Technology Associated with Remote
Work

The IT departments face their own unique
challenges, such as adapting to a world where
IT no longer has a monopoly on technology
expertise, budgets, deployment, and support,
boosting business performance by exploiting
the growing digital dexterity of employees,
and aligning digital business investments with
the rapid rise in the technical competence of
all employees. IT is being asked to transform
their businesses, but not getting the budget to
do so, finding them in a situation where addi-
tional scrutiny is needed on purchasing, capi-
tal expenses and long term investments. Many
of them accelerated the purchase of cloud ser-
vices as those do not require significant
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upfront investment. The pay-as-you-go model
allowed companies to move online in a matter
of weeks, boosting the demand for collabora-
tion platforms.

To have a better understanding of the compo-
nents needed, this paper summarizes the min-
imum requirements for a company to function
in a hybrid model driven by cloud services:

a. Secure identity platform —81% of all
hacking related breaches are driven by com-
promised credentials [7]. Also, 15% of the
phishing victims fall for the second time for
the same attack. Compromising the identity
platform can stop any activity happening in
the business operation platforms. The main
objectives of an identity platform are: user
management, authentication management, au-
thorization management, access management
and auditing, all while keeping users safe from
different types of attacks.

All leading cloud vendors provide their own
identity platforms: Microsoft Azure Direc-
tory, Google Cloud Identity platform, Ama-
zon Cognito and others. Also, there are some
niche providers like Okta and Ping that pro-
vide identity platforms as a service.

b. Endpoint management platform —
traditionally, user endpoints were managed
onsite with tools like System Center or differ-
ent proprietary ones. The main objective of
such a platform is to easily distribute software,
updates and settings and to help automate the
endpoint setup. Modern cloud platform offers
those services out of the box, offering a “zero
touch” experience for the IT personnel (the
device can be shipped directly to the end user
and the setup will be done remotely in an au-
tomated fashion without them having to
“touch” it).

Some of these leading companies have re-
ported increased usage between December
2019 and March 2020, led by the migration
from on site to online. Some examples of End-
point Management platforms below [8]:
Microsoft offers Enterprise Mobility + Secu-
rity, a mobility management and security suite
that combines endpoint management with
identity and access management, threat pro-
tection, information protection, and a cloud
access security broker.

Mobilelron offers organizations quick and
easy access to onboard devices and provision
them over the air with all of the apps, settings,
and security configurations needed to protect
any 10S, macQOS, Android and Windows 10
endpoint across the digital workplace.
Sophos Mobile is a unified endpoint manage-
ment solution that helps users manage and se-
cure traditional and mobile endpoints. The
tool integrates natively with endpoint security
programs and supports management of Win-
dows 10, macOS, i0S, and Android devices.
Citrix Endpoint Management is a unified end-
point management tool that acts as a consoli-
dated console to manage diverse end user de-
ployment options, including BYOD, Office
365, and Windows 10.

As shown above, most of the platforms offer
similar services, including some kind of end-
point security service.

C. Collaboration — this platform helps
people get work done together. This is proba-
bly the most requested type of service during
the initial lockdown. The leading companies
reported increase in usage: ZOOM 2000%
Dec-2019 to Mar-2020, Cisco WebEx 250%,
and Microsoft Teams 600% from Dec-2019 to
June-2020.

Collaboration is the new normal in the work-
place. These platforms could offer everything
from cloud document storage for managing
daily tasks, to video conferencing for online
meetings, and all work just as well on mobile
devices as well as desktops and laptops. Be-
low there are some that have been growing re-
cently:

Microsoft Teams is a collaboration app that
helps teams stay organized and has conversa-
tions - all in one place. It offers persistent chat,
document-based collaboration, online confer-
encing and telephony services. It is the natural
evolution of a number of products that Mi-
crosoft has been developing over the years:
Skype for Business, SharePoint, Yammer and
others.

Zoom is another platform that has been grow-
ing significantly in the past year. It’s a cloud
platform for video, voice, content sharing, and
chat. It runs across mobile devices, desktops,
telephones, and room systems.
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Cisco WebEXx is a video conferencing and col-
laboration product suite. As with all the oth-
ers, it represents a cloud-based collaboration
platform, a merger between the WebEx Meet-
ings, WebEx Teams and Cisco Spark collabo-
ration application.

Google Meet is a video-communication ser-
vice developed by Google. It is one of two
apps that constitute the replacement for
Google Hangouts, the other being Google
Chat. Together with the other G Suite ser-
vices, it builds up Google’s solution for team
collaboration.

The three solution areas above have been
identified by surveyed customers as being
critical for enabling remote work. Obviously,
depending on the complexity of the business,
multiple line of business applications needs to
be published, updated or even replaced to be
suitable for remote work. Customers had to
quickly adapt to the new environment and
take quick decisions on what is critical and
what is nice to have.

Next, the paper proposes a methodology to
manage remote working transition and define
a strategy for short term risk mitigation and
long-term enhancements to the experience of-
fered to employees.

4 A Unified Methodology to Manage Re-

mote Working Transition

The objective during the lockdown is to con-

tinue the information workers activity with

minimum impact and to ensure security and
safety of the data they are working with. In the

previous section the paper has enumerated a

number of critical software components to en-

sure a smooth transition. Below are 6 critical
steps to ensure your success:

1. Run an inventory of the essential soft-
ware and platforms in your business —
all companies have a mix of legacy plat-
forms that are due for retirement and mod-
ern, cloud services that require little to no
maintenance. Unless the company is a re-
cent startup that was born in the cloud,
there will be legacy, on-premises applica-
tions and platforms that are not remote ac-
cess friendly. While the application inven-
tory is a requirement for data protection

compliance, most companies do not assess
them past their data flows. The assessment
should contain the user groups that require
the application, criticality and remote ac-
cessibility options.
It is recommended to start the assess-
ment with the three critical platforms
mentioned in the previous section and
identify the answers to the following
questions:

e Can users authenticate remotely to
any applications published on the
internet?

e Can the IT administrators manage
remotely the user endpoint?

e How do users collaborate? Is the
communication and document
sharing efficient?

Reevaluate your customer needs and
remove any unnecessary software and
platforms — customer needs and behavior
are rapidly changing in an unpredictable
manner due to the pandemic lockdowns.
Companies have to constantly reevaluate
if their customer needs are met and
quickly adapt to what they’re searching
for. Some software platforms will quickly
become obsolete and have to be replaced
to meet their customers where they are.
Also, this is a great opportunity to remove
any unprofitable business lines and open
new opportunities.

. Assess the customer data your employ-

ees have access to and plan for the in-
formation protection policies — tradition-
ally, some companies enforced data pri-
vacy by strict policies with their on-site
workforce, restricted internet access and
in certain situations, no access with video
cameras on site. With remote working,
those policies are obviously obsolete and
have to be changed into modern, software
driven information protection. Modern in-
formation protection and governance re-
lies on minimizing access to information
for each individual and protecting against
accidental loss. The collaboration plat-
forms mentioned previously offer differ-
ent options for data loss prevention and
identification of private data that is being
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stored or share inappropriately (e.g. Mi-
crosoft Information Protection and Gov-
ernance). Data privacy officers play a key
role in defining controls and policies to
stay compliant in the hybrid workplace.
Mitigate short term needs for remote
working — based on the assessment done
at point 1, a short-term mitigation plan has
to be executed to ensure business continu-
ity. The mitigation activities can consist of
implementing software or workplace
shifts to protect employees during the
lockdown times. Some examples of miti-
gation activities, but not limited to:
e Invest in cloud services to cover the
basic needs of the company
e Securely publish over the internet line
of business applications that are criti-
cal to run the business continuity
e Use a mix of on-premises and cloud to
publish applications while securing
them with cloud services. E.g. Secure
cloud application proxies that ensure
DDOS and authentication protection
e Change business processes that re-
quire the use of on-premises applica-
tions that can’t be published to be used
from regularly to rarely
Plan for long term transformation —
while short term mitigation plans are good
for ensuring business continuity, the end
goals is to have an effective hybrid work-
place setup that allow employees to seam-
lessly collaborate without the limitation of
being on-site. This requires a rethink of
business processes and supporting soft-
ware platforms to achieve this goal. Gen-
erally, companies are moving off on-
premises software as it requires on-site
presence to manage infrastructure, it can
be a single point of failure in case of inci-
dents and requires high upfront invest-
ment.
Ensure leadership readiness for remote
management - Organizations are starting
to understand that while technology is im-
portant, alongside customers, their organ-
izational culture is at the center of any
transformation. If people lack the right
mindset to change and the current

organizational practices are flawed, digital
transformation will simply magnify those
flaws. CIOs play a leading role in empow-
ering the digital economy; however man-
agers and employees will need to navigate
the digital frontier together, which re-
quires a new set of leadership skills. Man-
agement’s challenge is to figure out how
to capture the benefits of digitization
while minimizing the costs —and making
sure those costs are shared and not borne
disproportionately by one group.

5 Conclusions and Future Research
Extensive research on digital transformations
has shown that the success rate for these ef-
forts is very low: less than 30 percent succeed.
This year’s signals suggest that digital trans-
formations are even more difficult, even
though companies have an extra motivator to
do it. Only 16 percent of respondents say their
organizations’ digital transformations have
successfully improved performance and are
also equipped to sustain the changes in the
long term. [3]

In a digital business transformation context,
all aspects of business functions, processes,
assets, models, and activities are intercon-
nected. This is an essential aspect of digital
transformation: the interdependency and in-
ter-connectedness of software, people and cul-
ture. Ultimately, success in the digital age lies
not in the efficiency of technology but in the
dexterity and adaptability of the people who
use it. Digital is an enterprise-wide strategic
priority and should be definitely treated as
such.

The research identified a list of patterns that
apply to almost all traditional industries: digi-
tal transformation is viewed only as a replace-
ment of technology. The desired approach is
to use the opportunity of having new technol-
ogies to transform the way companies deliver
value to their customers, remove unprofitable
business lines and generate new streams of
revenue. This paper offers a short-term miti-
gation option do manage the crisis generated
by the COVID-19 pandemic and leaves the re-
search space for a more exhaustive study to
identify a complete digital transformation
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guide for companies that want to make the
leap into Industry 4.0.

As mentioned in the first section of the paper,
the pace of transformation is accelerating. In
the first industrial revolution, the transfor-
mation took about 100 years. We’re looking at
current technological advancements that need
less than 10 years now to be adopted. Compa-
nies have to increase their agility to match this
kind of change pace.
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