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In the current pandemic situation, social distancing is the new normal. Jobs that allow remote 

work are done from home and technologies for video conferencing, online shopping, online 

services from the state etc. are now in the foreground. Cloud and mobile technologies were 

already on an upward trend in popularity, but this period propelled them even more into peo-

ple's preferences. However, like any technology, they can pose security risks in the context of a 

more intensive use by a larger audience, which must be considered. Of course, the risks must 

also be measured in comparison with the opportunities that have arisen in the new context. 

This paper aims to analyze the potential security risks posed by a more intensive use by a larger 

population of the cloud and mobile technologies. At the same time, the opportunities brought 

by these technologies in the new pandemic context will be analyzed. 
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Introduction 

The current pandemic situation forces us 

to find ways to communicate and work re-

specting the rules of social distance. Compa-

nies are increasingly open to the idea of work-

ing from home. Technologies that allow 

working from home are increasingly sought 

after. Thus, the cloud is becoming an increas-

ingly popular technology in the current situa-

tion. 

More intensive use of cloud services means 

more opportunities for malicious actors to 

produce cyber-attacks. An increase in interest 

in the cloud can lead to a directly proportional 

increase in the number of attacks. In addition 

to more intensive use of the cloud by existing 

customers, new customers have emerged who 

have considered migrating their businesses to 

the cloud. These new customers can also come 

up with new security issues, in terms of setting 

up and using the accounts created for them. 

The opportunities brought by the cloud, how-

ever, outweigh the risks posed by these ser-

vices. Cloud technologies have matured, im-

plementing better and better security solu-

tions. This encourages more and more people 

to try these services, especially during this pe-

riod. 

This paper is a continuation of [1] which pre-

sented the role of the cloud for mobile 

solutions in the current pandemic context. It 

aims to analyze the current use of the cloud 

and mobile technologies; this use being in-

creasingly emphasized. Also, the potential se-

curity risks arising from the use of these tech-

nologies will be analyzed, as well as the op-

portunities brought by them. 

 

2 Literature review 

Mobile devices and technologies have devel-

oped a lot in recent years. They allowed peo-

ple to access the computing power of a PC on 

the go, changing the way people retrieve the 

necessary information and interact with each 

other. Mobile technologies have been well re-

ceived by the population, with more and more 

people leaning towards their use, which has 

led experts to believe that the future of infor-

mation technology lies in mobile technologies 

with wireless networks for communication 

[2]. 

Cloud computing technologies have become 

increasingly popular in recent years, espe-

cially by large companies. Cloud computing 

allows the storage of data and applications of 

companies and provides very powerful com-

puting services. A major attraction for the 

cloud is the fact that it reduces the cost of a 

company to create its own IT infrastructure. 

The growing network of data transmission 

1
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capacity, computers and low-cost storage me-

dia has led to a growing popularity for cloud 

computing [3]. 

Mobile technologies in the cloud computing 

environment are of increasing interest in the 

current context, the role of this binder being to 

bring rich computing resources to users of 

mobile devices. Although mobile devices are 

becoming increasingly powerful in terms of 

resources and computing power, they are still 

considered limited, with current technological 

developments leading to an increasing volume 

of data, and the need for increasingly powerful 

data analysis and processing programs for 

these vast volumes of data. In this case, Mo-

bile Cloud Computing attacks the limitations 

of mobile devices such as limited processing 

capacity and limited storage capacity, delegat-

ing these requirements to other systems with 

better performance and rich resources [4] [5]. 

In addition to the increased processing and 

storage capacity, cloud computing also comes 

with a very important aspect, which is secu-

rity. According to [6], 74.6% of companies 

mentioned security as a major challenge. Gen-

eral vulnerabilities in the cloud are: unauthor-

ized access to data and accounts of cloud ser-

vice users, Internet protocols, command injec-

tion vulnerabilities (SQL injection, OS injec-

tion), API and web browser vulnerabilities. To 

solve these security issues, you can encrypt 

data transmitted over the network, scan for 

malicious activities, check the connected ac-

count, and secure interfaces and APIs [6] [7] 

[8] [9]. 

 

3 The current context of the cloud and mo-

bile technologies 

I took statistical data to see the current use of 

the cloud and mobile technologies. I orga-

nized this data according to a set of criteria, 

such as the time spent on different types of de-

vices, the traffic consumed by different types 

of devices and the number of people who 

opted for work from home in different peri-

ods. I analyzed the data obtained, performing 

a quantitative analysis on these data. 

 

 
Fig. 1. Daily hours spent with digital media in the U.S. per adult user [10] 

 

A study published in Statista last year, which 

presents the discoveries of Mary Meeker, 

suggests that smartphones consume us for 

about a quarter of the day. We can see from 
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the graph shown in Figure 1 that in 2018 out 

of a total of 6.3 hours a day spent in the digital 

environment, people in the United States 

spend 4 hours in front of phones, a signifi-

cantly longer time spent in front of mobile de-

vices rather than desktop PCs or laptop de-

vices, and this is accentuated by the increas-

ingly powerful networks to which mobile de-

vices connect, especially due to the latest leap 

in connectivity to mobile networks, 5G [10]. 

Mobile devices, although increasingly re-

source-intensive, allowing them to run in-

creasingly demanding applications, are still 

limited. They are currently on the same level 

as processing power with some laptops, but 

the biggest limitation is the battery life, which 

does not last long. So, running demanding 

applications, although possible with the cur-

rent processing power of mobile devices is not 

recommended, as it will significantly shorten 

battery life. 

To conserve battery and limit the calculations 

made by mobile devices, the "offloading" of 

mobile applications can be used. With the help 

of the offloading mechanism, applications and 

mobile devices become customers, entrusting 

a server with processing, which increases the 

efficiency of mobile devices and thus extends 

the battery life. Cloud services are perfect for 

such tasks, as they are already used to host ap-

plications running in the cloud. At the same 

time, the cloud also has a benefit for mobile 

devices, such as expanding storage capacity.

 

 
Fig. 2. Distribution of global cloud and non-cloud mobile data traffic from 2014 to 2019 [11] 

 

Mobile devices and the cloud work well to-

gether, with the cloud being able to reduce the 

shortcomings of mobile devices, such as pro-

cessing power draining battery and storage 

limitations. This is shown in a study con-

ducted by Cisco Systems in 2014 which was 

written in February 2015 and published in Sta-

tista. This study indicates, as can be seen in 

Figure 2, that in 2014 mobile device traffic in 

the cloud was already 81% of total global 

traffic with 19% representing non-cloud traf-

fic. They have made a forecast for the coming 

years until 2019 which shows an increase in 

cloud traffic and a decrease in non-cloud traf-

fic [11]. 

At the beginning of the pandemic, there was 

an increase in data traffic in the first 3 months 

of this year compared to last year, as can be 

seen in Figure 3. Data traffic for phones has 

increased the most. Desktop PC traffic is 
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declining compared to last year. It follows the trend of diseases by increasing traffic. 

 

 
Fig. 3. Year-over-year change in average monthly in-home data usage by device in the United 

States from January to March 2020 [12] 

 

Given the fact that in the context of the current 

pandemic, social distance is the best solution, 

the interest for remote work increased from 

February to March. This trend has been accen-

tuated from March 8 to 9 until now. 

 

 
Fig. 4. Interest in remote working and related search terms in Google in the past 30 days 

worldwide during the coronavirus (COVID-19) outbreak as of March 2020, by day [13] 
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As the pandemic continues, and we are cur-

rently seeing signs of an increase in the num-

ber of positive cases of COVID, the trend of 

moving to work from home will also increase. 

 

4 Cloud challenges 

The cost-effectiveness of cloud computing 

has led to an increase in interest in the cloud, 

but data security remains a major concern. Or-

ganizations have adapted a low-risk approach 

to migrating business processes until the point 

where the cloud is considered secure. This is 

even though the cloud is more secure than 

most internal networks. Cloud service provid-

ers put security first, as it is the main compet-

itive advantage and a barrier to the growth of 

cloud computing [14]. 

Mobile devices that access the Internet per-

form mobile cloud computing because phones 

need to borrow storage and computing energy 

from the cloud because of limited resources or 

because it makes more sense. Accessing cloud 

data from mobile devices is becoming a ne-

cessity. There are successful initiatives that 

use mobile cloud services, such as ING Home 

Bank, an M-Banking service. Other applica-

tions are in M-Health, M-Agriculture and M-

Education [5] [14]. 

There are several barriers to cloud computing 

adoption, such as security, privacy, connectiv-

ity and open access, reliability, interoperabil-

ity, independence from cloud service provid-

ers, economic value, IT governance, changes 

in IT organization, and borderline policy is-

sues. global. The problems of developing 

economies when we adopt cloud computing, 

especially for small businesses, will be pre-

sented below [5] [14]. 

 

Security, privacy and trust 

Security and privacy are crucial for mobile 

cloud computing environments because these 

characteristics determine the level of trust mo-

bile users have when they offload some of 

their jobs on their mobile devices and store 

their personal data in the cloud environment. 

The dynamic and distributed nature of mobile 

cloud computing environments makes achiev-

ing such requirements a major challenge. In 

addition, privacy in mobile cloud computing 

is quite different from traditional cloud com-

puting because it involves more sensitive data 

such as location information from the GPS 

when various location-based services are 

used. Therefore, there is a strong need for ro-

bust, efficient and scalable techniques to en-

sure security and preserve the privacy of mo-

bile users. Doing so will help mobile users to 

trust mobile cloud computing environments 

[5]. 

 

Infrastructure 

Most rural communities in developing econo-

mies lack basic infrastructure, such as roads, 

telecommunications, electricity and water. 

These infrastructures are the backbone of any 

development initiative. This does not help the 

fight to reduce the digital divide. The lack of 

such infrastructure leads to the unavailability 

of internet infrastructure and to the increased 

costs of these services and the costs of internet 

access devices [14]. 

 

Bandwidth and data transfer 

Mobile cloud computing brings several bene-

fits such as longer battery life and storage for 

mobile devices which can be accomplished 

through centralized processing and storage at 

the cloud service's datacenter. This approach, 

however, may lead to more communication 

overhead because of the increased bandwidth 

consumption and data transfers. Unfortu-

nately, the increased communication over-

head can also lead to additional hidden costs 

for mobile users and can constitute a barrier 

between mobile cloud computing consumers 

and the mobile cloud computing service pro-

viders  [5]. 

 

Data management and synchronization 

Due to the hardware limitations of mobile de-

vices, mobile cloud computing allows compu-

tation offloading where some computation 

tasks are transferred to the cloud datacenter. 

This process requires a proper data manage-

ment system. In addition, cloud datacenters 

can synchronize mobile devices' applications 

and data to allow data accessibility from dif-

ferent devices or restoring data after a lost 

event. However, there is clearly a trade off 
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between offloading compute intensive tasks 

and bandwidth utilization. In other words, the 

same trade off takes place with frequent syn-

chronization intervals. On the one hand, high 

computation offloading means more tasks can 

be accomplished. Moreover, more frequent 

synchronization intervals result in restoring 

the most recent lost data. On the other hand, 

increased bandwidth utilization means fewer 

tasks can be supported and restoring outdated 

data. As a result, it is important to understand 

when to offload compute intensive tasks and 

how frequently synchronization intervals take 

place. In other words, the mobile cloud com-

puting environment requires strong data man-

agement and flexible data synchronization 

techniques [5]. 

 

Devices 

Most households in developing countries do 

not have a personal computer and rely on mo-

bile devices for internet access. Mobile ser-

vice providers, in the case of less developed or 

developing countries, have rolled out more 

advanced 3G and 4G network coverage in all 

their access areas, with mobile networks 

bringing internet access to many areas outside 

major cities for the first time. It provides the 

backbone for launching a wider range of mo-

bile services. However, services should not be 

limited to those available only on mobile de-

vices, but should be extended to computers. 

This is true for the services provided by IaaS, 

for example, if the appropriate devices could 

be personal computers not just mobile de-

vices, so it is necessary to provide these de-

vices and the ability to connect [14]. 

 

Internet coverage 

Internet coverage in developing economies is 

still a challenge due to the lack of infrastruc-

ture, in this case, dial-up internet coverage, 

which does not cover most underdeveloped 

communities, such as rural areas. For exam-

ple, Africa has 15% of the world's population, 

but represents 5.7% of the world's internet us-

ers. The lack of infrastructure in Africa has led 

to low bandwidth and high costs. On 23 July 

2009, the 17,000 km SEACOM underground 

fiber optic cable became active, providing 

broadband connection to several African 

countries. Meanwhile, internet cafes are the 

main means of internet access in these devel-

oped communities and play a significant role 

in bridging the digital divide [14]. 

Romania, for example, is a developing coun-

try in Central and Eastern Europe. Internet 

coverage is on average 76.2% with the west-

ern and central part of the country having a 

wider coverage, while in the east and south-

east the coverage is weaker, except for the 

capital Bucharest. This prevents the entire 

population, especially during this period, from 

being able to access online services, such as 

cloud services. Thus, the development of the 

infrastructure must be done quickly [15]. 
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Fig. 5. Proportion of households with internet access at home, by development regions, in 

2019 [15] 

 

Physical location of data 

Major cloud service providers are overseas 

companies such as Google, Amazon and Mi-

crosoft. Therefore, the infrastructure is usu-

ally not physically located in the consumer's 

premises, much less the same country, in the 

case of most developing economies. There-

fore, there is a lack of control over an organi-

zation's assets. Cloud computing requires a 

higher bandwidth internet to be able to access 

servers in Europe or the USA [14]. 

 

5 Security risks and opportunities for 

cloud 

The cloud has become a mature technology, 

accessed by more and more customers. How-

ever, although much progress has been made, 

it is also accompanied by security and opera-

tional issues. 

 

Service availability 

The cloud service may be unavailable for sev-

eral reasons, these may include security 

breaches in the physical location of data cen-

ters, failure of equipment in the data center, 

failure of equipment on the consumer's site, 

failure of connectivity. This is exacerbated by 

the lack of reliable internet connectivity in de-

veloping economies, as cloud computing re-

lies heavily on network connectivity. Finally, 

steps must be taken to manage not only the 

risk of unavailability of temporary services, 

but also those situations where a cloud service 

provider abruptly and unexpectedly ceases to 

provide services. Therefore, the business must 

have alternative means to deal with such a 

failure if it affects business processes [6] [14]. 

 

Identity management 

In addition to the smooth availability of the 

service, there is a need for reliable identity 

management to enable accurate pricing of 

cloud services. Identity theft is on the rise, so 

cloud consumers need to be sure that there are 

reliable verification mechanisms to check if 

people are who they are saying they are and to 

avoid the risk of payment for services ac-

cessed by intruders [6] [7] [14]. 

 

Data and application security 

In cloud computing, several layers of security 

are needed to ensure consumer comfort. Secu-

rity in the infrastructure layer (hardware, op-

erating system and storage) must be applied. 
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The network layer for data transmission must 

ensure that all components of the final offer to 

the consumer do not have security holes. Test-

ing should be done to ensure operability in dif-

ferent environments and scenarios, such as 

low-bandwidth variable networks [6] [7] [14]. 

 

Data integrity 

The system should maintain security such that 

data can be only modified by the authorized 

person. In cloud-based environment, data in-

tegrity must be maintained correctly to avoid 

the data lost.   Most of the web services face a 

lot of problems with the transaction manage-

ment frequently as it uses HTTP services.  

HTTP service does not support transaction or 

guarantee delivery. It can be handled by im-

plementing transaction management in the 

API itself [9]. 

 

Privacy 

Consumer data must be protected from access 

by other consumers, as this could jeopardize 

its competitive advantages over other compet-

itors. Safeguards are also needed to ensure 

that the provider will not use consumers "for 

unwanted purposes." When services are pro-

vided by providers in another country, there is 

a risk that an organization's data will be con-

fiscated by the provider's authorities when the 

regulations in that country have been 

breached. So, the consumer must trust the sup-

plier to ensure a viable relationship of trust 

[14]. 

 

Denial of Service 

Denial of service attacks can block customers' 

access to cloud resources. If such blockages 

last for a long time, customers' transactional 

processes can be seriously affected, interrupt-

ing the activity not only of the cloud provider, 

but also of all companies that rely on these ser-

vices, thus causing large losses [6] [7]. 

 

Injection vulnerabilities 

Cloud providers need to ensure that they do 

not have vulnerabilities in their services to 

SQL injection or OS injection, as such attacks 

can bring major problems to cloud customers 

[6]. 

 

Malicious insider 

A malicious insider in the cloud provider can 

cause major damage to its customers. At the 

same time, in a cloud scenario, such an in-

truder can cover his tracks [6] [7]. 

 

Number of cyber-attacks in recent years 

Large companies continue to experience 

cyber-attacks. With the increase in cloud us-

age, the number of attack attempts has also in-

creased. 
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Fig. 6. Share of global organizations that experienced major cyber-attacks in the last two 

years, from 2014 to 2020 [16] 

 

According to the latest statistics, the number 

of attacks has increased in recent years, until 

a maximum was reached in 2018, the last two 

years registering a lower number of incidents. 

 

Opportunities for cloud and mobile devices 

Due to the current pandemic context, more 

and more companies are looking for solutions 

to digitize their business. Thus, we are looking 

for solutions for network communication and 

solutions for accounting for the work of peo-

ple at home. If so far, the cloud has not been 

of interest to some companies, the last few 

months have changed their perspectives, the 

cloud being an attractive option to meet the 

new requirements. Although security is still a 

hot topic of discussion, cloud technologies are 

mature, and the benefits of using the cloud are 

beginning to weigh more than its disad-

vantages. Thus, this period is a great oppor-

tunity for cloud providers to extend their ser-

vices to more and more customers. 

There are opportunities during this period for 

the development of the mobile devices mar-

ket. They work well with cloud services and 

are easy to get. At the same time, the 

flexibility they offer is a great advantage, be-

cause they can be used anywhere and anytime 

very easily. 

 

6 Conclusions and future work 

Due to the pandemic and the need for social 

distance, more and more aspects of society 

have been digitized. Remote work is increas-

ingly in demand. 

The cloud has a very important role in this re-

gard, because small and medium-sized com-

panies will turn to cloud services to adapt their 

business to the new context. Nowadays, com-

munication and management in companies is 

done online, and the cloud through the bene-

fits it brings is the perfect solution. 

Security is still a sensitive issue and will con-

tinue to be so, but the maturity of the cloud 

and the need for digitization are encouraging 

more and more companies to migrate to it. 

Given the growing interest of companies in 

the cloud, a future direction of research could 

be an analysis of the cloud services used by 

these companies and the benefits of these 

adoptions. It would be interesting to see if 

cloud services have significantly improved 
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the work processes of the companies that have 

chosen to transition to the cloud. 
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