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Firewall Technologies

Gheorghe DODESCU, Bucharest, Romania

Internet provides access to information and the ability to publish information in a revolution-
ary way. It is also a major danger that provides the ability to pollute and destroy information.
A firewall is a form of protection that allows a network to connect to the Internet while main-
taining a degree of security. In the paper we will describe the basics of firewalls and summa-
rize what they can do and cannot do to help make sites secure.
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ntroduction

A firewall is basically a proactive device.
When building a firewall, the first thing you
need to worry about is what you are trying to
protect. When connecting to Internet, there
are three things that are put to risk:

o Data: the information kept in the
computer

o Resources: the computers them-
selves

o Reputation

Data has three characteristics that need to be

protected:

o Secrecy: one might not want other
people to know it

o Integrity: one probably don’t want
other people to change it

o Availability: one almost certain

want to be able to use it himself

Computing resources costs time and money
so it is normal that the owner should have o
good view on how those resources are used.
Intruders often argue that they are using only
excess resources so the intrusion won’t cost
their victims anything. There are two prob-
lems with this argument:

o It is impossible for an intruder to de-
termine successfully what resources are in
excess and use only those.

o Computer resources are not natural
resources, nor are limited resources that are
wasted or destroyed if they are not used.

Reputation can be easily affected by intrud-
ers who appear on Internet with others’ iden-
tity. Anything they do appear as if it comes
from the victim. Sometimes this costs a lot

more than lost time. It shakes people’s confi-
dence in the organization.

2. Characteristics of the Internet Firewalls
Firewalls are a very effective type of network
security. Theoretically speaking, it prevents
the danger of Internet from spreading to your
internal network. It serves multiple purposes:

o Restricts people/processes to enter
in the system

. Prevents attackers from getting
close to the others defenses

. Restricts the way that data that exit
the system.

An Internet firewall is most often installed at
the point where the protected internal net-
work connects to the Internet. All traffic
coming from the Internet or outgoing out
from your Internet network passes through
the firewall. The firewall has the opportunity
to make sure that this traffic is acceptable.
This means that whatever is being done —
mail, file transfers, remote logins or any kind
of specific interactions between specific sys-
tems- conforms to the security policy of the
site. The policies are different for every site:
some are highly restrictive and others are
fairly open.

Logically a firewall is a separator, restrictor
or analyzer. The physical implementation
varies from site to site. Most often, a firewall
is a set of hardware components: a router, a
host computer or some combinations of
routers, computers and networks with appro-
priate software. There are various ways to
configure this equipment. The configuration
depends upon the site’s security policy,
budget and overall operations.
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3. Benefits Firewall Usage

So how does one obtain management support
for implementation of a firewall? The secu-
rity practitioner can point out the protection
that a firewall provides: protection of the or-
ganization's network from intruders, protec-
tion of external networks from intruders
within the organization, and protection from
"due care" lawsuits. But the security practi-
tioner can also list the positive benefits a
firewall can provide:

o Increased ability to enforce net-
work standards and policies. Without a fire-
wall or similar device, it is easy for users to
implement systems that the Information Ser-
vices (IS) department doesnt know about,
that are in violation of organizational stan-
dards or policies, or both. In contrast, organi-
zations find it very easy to enforce both stan-
dards and policies with a firewall that blocks
all network connections by default. Indeed, it
is not uncommon for organizations to dis-
cover undocumented systems when they im-
plement such a firewall for the first time.

o Centralized internetwork audit
capability. Since all or most traffic between
the two networks must pass through the fire-
wall, the firewall is uniquely situated to pro-
vide audit trails of all connections between
the two networks. These audit trails can be
extremely useful for investigating suspicious
network activity, troubleshooting connec-
tivity problems, measuring network traffic
flows, and even investigating employee
fraud, waste, and abuse.

4. Limitations of Firewall Usage

But even with all of these benefits, firewalls
still have their limitations. It is important that
the security practitioner understand these
limitations because if these limitations allow
risks which are unacceptable to management,
it is up to the security practitioner to present
additional safeguards to minimize these risks.
The security practitioner must not allow
management to develop a false sense of secu-
rity simply because a firewall has been in-
stalled.

o Firewalls provide no data integ-
rity. It is simply not feasible to check all in-

coming traffic for viruses. There are too
many file formats, and often files are sent in
compressed form. Any attempt to scan in-
coming files for viruses would severely de-
grade performance. Firewalls have plenty of
processing requirements without taking on
the additional responsibility of virus detec-
tion and eradication.

o Firewalls don't protect traffic that
is not sent through them. Firewalls can not
protect against unsecured, dial-up modems
attached to systems inside the firewall,
against internal attacks; against social engi-
neering attacks; or against data that is routed
around them. It is not uncommon for an or-
ganization to install a firewall, then pass data
from a legacy system around the firewall be-
cause their firewall did not support the exist-
ing system.

o Firewalls may not protect any-
thing if they have been compromised. Al-
though this statement should be obvious,
many security practitioners fail to educate
senior management on its implications. All
too often senior management approves - ei-
ther directly or through silence - a security
posture which positively lacks an internal se-
curity policy. Security practitioners cannot
allow perimeter security via fire walls to be-
come a substitute for internal security.

o Firewalls cannot authenticate
datagrams at the transport or network layers.
A major security problem with the TCP/IP
protocol is that any machine can forge a
packet claiming to be from another machine.
This means that the firewall has literally no
control over how the packet was created.
Any authentication must be supported in one
of the higher layers.

o Firewalls provide limited confi-
dentiality. Many firewalls have the ability to
encrypt connections between two firewalls
(using a so-called "virtual private network"
or "VPN"), but they typically require that the
firewall be manufactured by the same ven-
dor.

A firewall is no replacement for good host
security practices and procedures. Individual
system administrators still have the primary
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responsibility for preventing security inci-
dents.

5. Conclusions

A firewall can only reduce the risk of a
breach of security; the only guaranteed way
to prevent a compromise is to disconnect the
network and physically turn all machines off.
Moreover, a firewall should always be
viewed as a supplement to host security; the
primary security emphasis should be on host
security. Nonetheless, a firewall is an impor-
tant security device which should be used
whenever an organization needs to protect
one network from another.
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