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As eKYC pipelines see increasingly more usage in verifying identities across banking, insur-
ance and retail applications, bad actors are developing new ways of bypassing validation and 
gaining trusted access in protected environments. Deepfake detectors have their unique place 
in such verification pipelines and act as a defense against synthetic forgeries delivered through 
injection attacks. This paper evaluates the adversarial robustness of four architecturally di-
verse detectors under white-box and black-box attacks in a cross-domain setting. Under white-
box conditions all four detectors are fully compromised, even at perturbation magnitudes that 
remain metrically imperceptible. Transfer attacks show that adversarial examples crafted 
against a single, freely available, model can evade other detectors with high reliability and 
query-based attacks achieve comparable results without any knowledge of model internals. 
These results indicate that evaluated deepfake detectors do not withstand adversarial manipu-
lation under realistic attack conditions, raising practical concerns for production eKYC de-
ployments and for compliance with the EU AI Act’s robustness requirement for high-risk bio-
metric systems. 
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Introduction 
Generative models can now synthesize fa-

cial images realistic enough to pass human in-
spection, commonly referred to as deepfakes. 
These manipulations span several categories: 
identity swap, where the identity of one per-
son is replaced with another in each video or 
image; face reenactment, where the expres-
sions and movements of a source face are 
transferred onto a target; entire face synthesis, 
where entirely fictional yet photorealistic 
faces are generated [1]. Early deepfake gener-
ation methods produced visible artifacts that 
could be identified through manual inspec-
tion, but modern approaches based on Gener-
ative Adversarial Networks (GAN) and diffu-
sion models have reached a level of fidelity 
where distinguishing synthetic from authentic 
content is no longer reliably possible by hu-
man observers [2]. Compounding this issue is 
the increasing accessibility of deepfake crea-
tion tools, ranging from open-source frame-
works such as DeepFaceLab [3] to consumer-
grade platforms that require minimal exper-
tise. 
Identity verification is among the domains 
most exposed to deepfake threats. Electronic 

Know Your Customer (eKYC) processes have 
become the standard method for remote iden-
tity onboarding across banking, insurance and 
fintech platforms, where submitted media is 
matched against identity documents on a 
server. While this model enables scalable 
onboarding, it introduces risk by trusting the 
client-submitted media to be genuine. Injec-
tion attacks exploit this assumption by substi-
tuting legitimate media streams with crafted 
content, as detailed in Section 3 [4]. 
The scale of this threat has escalated in recent 
years and has forced identity verification pro-
viders to adapt. According to the Entrust 2026 
Identity Fraud Report, based on over one bil-
lion identity verifications across 195 coun-
tries, deepfakes account for one in five bio-
metric fraud attempts, with injection attacks 
growing 40% annually [5]. Furthermore, the 
emergence of Deepfake-as-a-Service market-
places has reduced the cost of producing syn-
thetic identity to as little as 10 to 50 USD, 
making these attacks accessible even to low-
skilled actors [6]. 
To counteract the growing threat of deepfake-
based injection attacks, deepfake detection 
models have been integrated as a server-side 
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defense layer within eKYC pipelines. These 
detectors receive the submitted image or video 
frame and classify it as either authentic or ma-
nipulated by identifying learned artifacts that 
distinguish generated content from authentic 
captures. Over the past several years, the de-
tection landscape has diversified considerably 
in terms of architectural approaches. Convo-
lutional Neural Networks (CNN) based meth-
ods such as Xception [7] and EfficientNet-B7 
[8] learn spatial features and compression ar-
tifacts through convolutional layers. More re-
cently, detectors such as Uncovering Com-
mon Features (UCF) [9] generalize better 
across datasets by modeling global spatial re-
lationships rather than local pixel-level pat-
terns. Alternative paradigms, such as Recon-
struction Classification Learning (RECCE) 
[10], frame detection as a reconstruction task, 
based on the observation that authentic faces 
can be reconstructed more faithfully than ma-
nipulated ones, while frequency-domain 
methods such as F3-Net [11] analyze spectral 
inconsistencies introduced during the synthe-
sis process. DeepfakeBench [12], a unified 
evaluation platform encompassing 36 detec-
tion methods across 9 datasets, has established 
consistent baselines showing AUC scores 
above 0.95 for leading detectors on widely 
used FaceForensics++ dataset. From this per-
spective, deepfake detection appears to be 
tractable. 
However, the evaluations underlying these 
performance figures share a common assump-
tion: that the attacker submits an unmodified 
deepfake. An attacker operating through in-
jection attacks has full control over the sub-
mitted input and faces no physical constraints, 
unlike presentation attacks, where environ-
mental factors degrade the spoofing attempt. 
Such bad actors can therefore iteratively re-
fine the payload before submission, including 
the application of adversarial perturbations  
[13]. The result could be a deepfake image 
that remains visually identical to the original 
yet classified as authentic by the detector. 
Prior work has shown that imperceptible per-
turbations can reduce a forensic classifier's 
AUC from 0.95 to near zero in a white-box 
setting and to 0.22 under black-box conditions 

[14]. 
Existing benchmarks, including Deep-
fakeBench, evaluate accuracy, cross-dataset 
generalization and compression robustness, 
but not resilience to adversarial manipulation. 
A detector that achieves 0.98 AUC on Face-
Forensics++ may offer a false assurance if an 
attacker can reduce the figure to near chance 
level with an imperceptible perturbation. In 
the context of eKYC, where a single success-
ful bypass can result in fraudulent account 
creation, unauthorized financial transactions 
or identity theft, this problem carries direct 
economic and regulatory consequences. The 
EU AI Act classifies biometric verification 
systems as high-risk and explicitly requires re-
silience against adversarial examples under 
Article 15 [15]. 
This paper conducts an adversarial robustness 
evaluation of deepfake detectors, framed ex-
plicitly within the security context of eKYC 
pipelines. Our research question is: how resil-
ient are current deepfake detection models 
against standard adversarial attacks and what 
are the practical security implications for 
identity verification systems that rely on 
them? To answer this, we evaluate four detec-
tors representing distinct architectural para-
digms against white-box attacks as well as 
black-box transfer attacks.  
 
2 Related Work 
2.1. Deepfake Generation and Detection 
Several benchmark datasets have been devel-
oped to evaluate deepfake detection methods 
across these manipulation categories. FaceFo-
rensics++ applies four manipulation tech-
niques: Deepfakes, Face2Face, FaceSwap and 
NeuralTextures to 1000 source videos, 
providing evaluation protocols at multiple 
compression levels. However, early datasets 
exhibited visible artifacts that made detection 
relatively straightforward. Celeb-DF v2 [16] 
was introduced to address this limitation, fea-
turing higher synthesis quality and fewer visi-
ble artifacts. This makes it a harder bench-
mark, relevant for eKYC scenarios where at-
tackers are motivated to produce the highest 
quality forgeries possible. 
Early detection approaches targeted specific 
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physiological inconsistencies in manipulated 
content, such as irregular eye blinking pat-
terns or abnormal head pose distributions 
[17]. While effective against first-generation 
deepfakes, these methods did not generalize 
as synthesis quality improved. Deep learning 
detection models began with Rössler et al. [1] 
who demonstrated that the Xception architec-
ture, adapted via transfer learning, could learn 
spatial and compression-level artifacts di-
rectly from data. EfficientNet-b4 subse-
quently emerged as a leading detector in the 
Deepfake Detection Challenge [18], achiev-
ing strong accuracy through compound scal-
ing of network depth, width and resolution. 
More recently, the detection approaches have 
diversified architecturally. UCF  [9] is focus-
ing on identify common forgery features that 
generalize across manipulation methods and 
datasets, rather than learning artifacts specific 
to a single forgery type. RECCE [10] takes a 
different approach, framing detection as a re-
construction task: the model learns to recon-
struct input faces, with manipulated content 
producing a higher reconstruction error. This 
diversity matters for our analysis because dif-
ferent paradigms may respond differently to 
adversarial perturbations.  
To address fragmented evaluation protocols 
across the literature, Yan et al [12] introduced 
DeepfakeBench, a unified platform integrat-
ing 36 detectors across 9 datasets with stand-
ardized preprocessing and training pipelines. 
We use DeepfakeBench pre-trained weights 
for all four detectors in our experiments. 
 
2.2. Adversarial Attacks on Deep Neural 
Networks 
Adversarial examples are inputs to a neural 
network that have been deliberately modified 
with imperceptible perturbations designed to 
cause misclassification [19]. For image classi-
fiers, this involves adding a bounded noise 
pattern to the pixel values such that the result-
ing image appears visually unchanged to a hu-
man observer but produces a different model 
output. The magnitude of the perturbation is 
commonly measured under the L∞ norm, 
which constrains the maximum change to any 
individual pixel, or the L2 norm, which con-

strains the overall Euclidean distance between 
the original and perturbed image. Adversarial 
vulnerability is a general property of deep 
neural networks, not specific to any architec-
ture, and has been observed across virtually all 
deployment domains. 
Several attack algorithms have been proposed, 
varying in computational cost, effectiveness 
and assumptions about attacker knowledge. 
The Fast Gradient Sign Method (FGSM) [13] 
computes a single gradient step in the direc-
tion that maximizes the classification loss, 
producing adversarial examples with limited 
optimization. Projected Gradient Descent 
(PGD) [20] extends FGSM through multiple 
iterative steps, projecting the perturbation 
back onto the allowed ε-ball after each update, 
and is widely regarded as the strongest first-
order attack. The Carlini and Wagner (C&W) 
attack [14] formulates adversarial example 
generation as an optimization problem that di-
rectly minimizes perturbation magnitude 
while ensuring misclassification, typically un-
der the L2 norm. These three methods operate 
in a white-box setting, where the attacker has 
full access to the model architecture and pa-
rameters. 
In practice, full model access is almost never 
available. Two strategies address this con-
straint. Transfer attacks exploit the empirical 
observation that adversarial examples crafted 
against one model frequently cause misclassi-
fication in other models, even when architec-
tures differ. This property is concerning in se-
curity contexts, as an attacker can train or ob-
tain a surrogate detector and generate pertur-
bations that transfer to the unknown deployed 
model.  Query-based black-box attacks take a 
different approach by repeatedly querying the 
target model and observing its output and the 
Square Attack [21] is a representative method 
in this category, using randomized square-
shaped perturbations and a scored search strat-
egy that does not require gradient computa-
tion. The studies reviewed above collectively 
establish that adversarial vulnerability is a real 
concern for deepfake detection systems. We 
aim to build on the existing body of work by 
extending the analysis to a broader set of mod-
ern detector architecture, evaluated under a 
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unified experimental protocol across white-
box and black-box attack scenarios. 
 
3 Threat Model 
In a typical remote identity verification flow, 
a user captures a selfie or short video on a mo-
bile device, which is transmitted over a net-
work to a server-side verification pipeline. 
The server performs a sequence of checks: 
face detection and alignment, liveness verifi-
cation, deepfake detection and face matching 
against a reference identity document. The fi-
nal access decision depends on all checks 
passing. This architecture places the deepfake 
detector as a primary defense against synthetic 
media that has already bypassed the device-
level capture. Importantly, the server receives 
only the final image or video payload. It has 
no direct guarantee that the media originated 
from a physical camera rather than from a vir-
tual camera software, a device emulator or a 
crafted API request (if not using some form of 
signatures for requests). This is the assump-
tion that injection attacks exploit. 
We consider an attacker whose objective is to 
pass the identity verification process using a 
deepfake of a target victim. The attacker gen-
erates a face swap using a set of tools, produc-
ing a synthetic set of images or videos that re-
sembles the victim. Before submitting this 

content to the eKYC pipeline, the attacker ap-
plies adversarial perturbations specifically op-
timized to cause mislabeling of generated con-
tent. The submission is performed through an 
injection vector described above which gives 
the attacker total control over the input and re-
moves any physical-world constraints on the 
perturbation. 
Attack effectiveness depends on how much 
the attacker knows about the target detector. 
We consider two scenarios that reflect a spec-
trum of lab-created and realistic capabilities. 
In the white-box setting, the attacker has full 
access to the detector’s architecture and 
trained weights. In a black box setting, the at-
tacker has access to a different detector, po-
tentially open-source or based on SotA and 
generates adversarial examples against it, re-
lying on cross-model transferability to fool the 
unknown deployed detector.   
Regardless of the knowledge level, the at-
tacker operates under the constraint that the 
adversarial perturbations must remain imper-
ceptible. A visibly corrupted image would ei-
ther raise suspicion during manual review or 
be rejected by upstream quality checks in the 
pipeline. An attack is considered successful 
when a deepfake image that would have been 
correctly rejected by the detector is instead 
classified as authentic after perturbation. 

 

 
Fig. 1. eKYC pipeline with attack vectors
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4 Methodology 
4.1. Dataset and Preprocessing 
The evaluation is conducted on the test split of 
Celeb-DF v2, as defined by the provided 
List_of_testing_videos.txt partition file pro-
vided with the dataset. The test split comprises 
both real and synthesized celebrity face vid-
eos. Frames are extracted from each test video 
and faces cropped and aligned following the 
standard DeepfakeBench processing pipeline. 
The label convention follows the Deep-
fakeBench standard, where 0 denotes a real 
face and 1 denotes a manipulated face. In to-
tal, the test set contains 16420 frames. All 
frames are resized to 256x256 pixels and nor-
malized using a mean and standard deviation 
of 0.5 per channel. Due to the computational 

cost of C&W and Square Attack, these are 
evaluated on a stratified subset maintaining 
equal class balance when sample limits are 
specified, while all other attacks are evaluated 
on the full test set. 
 
4.2. Detectors Under Evaluation 
Four deepfake detection models are selected 
for evaluation, chosen to represent the princi-
pal architectural paradigms in current use. 
All models are loaded with their respective 
pre-trained weights from DeepfakeBench, 
trained on FaceForensics++ with c23 com-
pression. No architectural modifications or 
additional fine-tuning are applied, and the de-
tectors are evaluated as distributed.

 
Table 1. Evaluated deepfake detectors 

Detector Backbone Parameters Approach 
Xception Xception 22.8M CNN with depthwise separa-

ble convolutions 
EfficientNet-b4 EfficientNet-b4 19.3M CNN with compound scaling 
UCF Xception 46.8M Multi-task CNN 
RECCE Custom encoder/decoder 47.7M CNN with reconstruction 

model 

4.3. Attack Configuration 
The adversarial evaluation covers both white-
box and black-box scenarios, as defined in the 
threat model. 
FGSM is evaluated at four perturbation mag-
nitudes ε ∈ {0.05 / 255, 0.1 / 255, 2 / 255, 8 / 
255}. The inclusion of very small budgets 
(0.05 and 0.1) serves to identify the threshold 
at which adversarial perturbations begin to 
meaningfully affect detection while 8/255 
represents a standard upper bound commonly 
used in the literature. PGD is configured with 
ε = 8/255, step size ⍺=2/255	and 50 itera-
tions at the highest perturbation budget, serv-
ing as the strongest first-order white-box at-
tack in our evaluation. The C&W attack oper-
ates under the L2 norm and uses 1000 optimi-
zation steps. As a sanity check, we also eval-
uate random uniform noise at ε=0.1/255 to 
confirm that arbitrary noise of comparable 
magnitude does not degrade detector perfor-
mance, isolating the effect of adversarial opti-
mization from generic noise sensitivity. 

For the black-box evaluation, the Square At-
tack is configured with 5000 queries per im-
age, simulating an attacker who can repeat-
edly probe the verification endpoint, in what 
would probably represent a testing environ-
ment in a practical example. The transfer at-
tack evaluation generates PGD adversarial ex-
amples from each of the four detectors and 
evaluates them against all others, producing a 
transfer matrix. The design captures both 
within-family transfers and cross-family 
transfers. 
 
4.4. Evaluation Metrics 
Detection performance is measured using the 
Area Under the Receiver Operating Charac-
teristic Curve (AUC), which evaluates classi-
fication quality across all decision thresholds. 
A high AUC indicates better separation be-
tween real and fake inputs. Since eKYC sys-
tems process video sequences rather than iso-
lated frames, we also compute video-level 
AUC by averaging the per-frame fake-class 
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probabilities within each video and computing 
AUC over these aggregated scores. 
The effectiveness of adversarial attacks is 
measured using the Attack Success Rate 
(ASR), defined as the proportion of fake sam-
ples that were correctly classified under clean 
conditions but are misclassified as real after 
adversarial perturbation. An ASR of 1.0 indi-
cates that the attack flipped the model’s deci-
sion on every sample, while 0.0 indicates no 
effect. 
To quantify whether adversarial perturbations 
remain imperceptible, we report four comple-
mentary measures computed between the 
original and perturbed fake images. Peak Sig-
nal-to-Noise Ratio (PSNR) expresses the per-
turbation magnitude relative to the image’s 
dynamic range, with higher values indicating 
less visible modifications (values above 40dB 
are generally considered imperceptible). 
Structural Similarity Index (SSIM) [22] cap-
tures perceptual degradation in terms of lumi-
nance, contrast and structural information 

with values close to 1.0 indicating near-iden-
tical images. Finally, Learned Perceptual Im-
age Patch Similarity (LPIPS) [23] uses deep 
features from a pre-trained AlexNet to meas-
ure perceptual distance as perceived by a neu-
ral network, with lower values indicating 
greater similarity. 
 
5 Results 
5.1. Baseline Performance 
The results closely match the official cross-
dataset evaluation scores reported by Deep-
fakeBench. All four detectors achieve AUC 
scores between 0.74 and 0.77 on Celeb-DF v2. 
These values are notably lower than the in-do-
main performance reported on FaceForen-
sics++ c23, where the same models achieve 
AUC scores above 0.96. Cross-dataset setting 
more accurately represents the conditions un-
der which these models would operate in a 
production environment. UCF achieves the 
highest discriminative performance on both 
metrics.

 
Table 2. Baseline detection performance on Celeb-DF v2 

Detector AUC AUC (DeepfakeBench) Video AUC 
Xception 0.7403 0.7365 0.8164 
EfficientNet-b4 0.7505 0.7487 0.8081 
UCF 0.7717 0.7527 0.8374 
RECCE 0.7411 0.7319 0.8232 

 
5.2. White-box Attack Results 
Table 3 presents the entire white-box evalua-
tion results across all detector combinations. 
The most immediate observation is the con-
trast between random noise and adversarial 
perturbation. At ε=0.1/255, random uniform 
noise produces ASR below 0.4% across all de-
tectors yet FGSM at half that budget achieves 
ASR between 71% and 91%. Even a single-
step attack at minimal perturbation budgets 

flips most correct decisions. The vulnerability 
is therefore not a matter of large, potentially 
visible distortions. Degradation accelerates 
rapidly with increasing perturbation budget. 
At FGSM ε=0.1/255, all detectors fall below 
0.21 AUC, with RECCE exhibiting the steep-
est decline to 0.0894. By ε=2/255, frame-level 
AUC approaches zero for Xception and re-
mains below 0.11 for all models, with ASR 
exceeding 99.3%. 

 
Table 3. White-box attack results on Celeb-DF v2 

Attack types Metrics Xception EfficientNet-b4 UCF RECCE 
Random-0.1 AUC 0.7403 0.7505 0.7718 0.7416 

ASR 0.0024 0.0015 0.0034 0.0029 
FGSM-0.05  AUC 0.3124 0.432 0.2993 0.2676 

ASR 0.7887 0.7104 0.8604 0.9156 
FGSM-0.1  AUC 0.1078 0.2042 0.1145 0.0894 
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ASR 0.9694 0.9505 0.9444 0.996 
FGSM-2 AUC 0.022 0.0729 0.0549 0.1077 

ASR 0.9996 0.9936 0.974 0.9979 
FGSM-8 AUC 0.5895 0.4558 0.7296 0.52 

ASR 0.9967 0.9276 0.9718 0.9996 
PGD-50 AUC 0 0 0 0 

ASR 1 1 1 1 
CW-L2 AUC 0.365851 0.4944 0.6328 0.5514 

ASR 1 1 0.9774 1 
 
At ε=8/255, however, FGSM exhibits an ap-
parent recovery as AUC rises to 0.59 for 
Xception and 0.73 for UCF, despite ASR re-
maining above 92% across all detectors. This 
divergence between metric behaviors reveals 
a known limitation of single-step gradient 
methods: overshooting. At ε = 8/255, the large 
single FGSM step violates the local linearity 
of the loss landscape, pushing prediction 
scores of the manipulated images past the op-
timal evasion minimum. Because these over-
shot scores still comfortably cross the binary 
classification threshold, the ASR remains ex-
ceptionally high. However, since AUC 
measures relative ranking rather than a fixed 
threshold crossing, the model is still able to 
rank these overshot fakes slightly higher than 
unperturbed real images and it artificially in-
flates the AUC, giving a false impression of 
model resilience when the detector’s opera-
tional threshold has been bypassed. 
PGD-50, configured at the same perturbation 
budget (ε=8/255), eliminates this limitation 
entirely as it iteratively updates the projection 

onto the ε-ball, preventing overshooting. Over 
50 iterative gradient steps, the attack reduces 
the model ability to classify fake samples 
completely. 
The C&W attack, operating under L2 minimi-
zation with 1000 optimization steps, achieves 
ASR between 97.7% and 100% while main-
taining lower perturbation magnitudes as seen 
at Section 5.4. This makes C&W the most ef-
ficient attack in terms of the trade-off between 
evasion success and perturbation impercepti-
bility. 
Across architectures, no detector demon-
strates meaningful adversarial resilience. UCF 
is the only model where C&W does not 
achieve complete evasion, with marginal dif-
ferences that disappear entirely under PGD-
50. RECCE's reconstruction-based approach 
shows no inherent advantage; it is in fact the 
most sensitive to low-epsilon FGSM, suggest-
ing that alternative learning objectives do not 
confer resilience against gradient-based at-
tacks.

 
5.3. Black-box Attack Results 

Table 4. Transfer video AUC (rows = source, columns = target, PGD-50 at ε=8/255) 
 Xception EfficientNet-b4 UCF RECCE 
Xception 0.0000 0.2926 0.0174 0.0000 
EfficientNet-b4 0.4933 0.0000 0.2225 0.5044 
UCF 0.0244 0.7123 0.0000 0.0007 
RECCE 0.0000 0.5636 0.0000 0.0000 

Table 5. Transfer ASR (rows = source, columns = target, PGD-50 at ε=8/255) 
 Xception EfficientNet-b4 UCF RECCE 
Xception 1.0000 0.9058 1.0000 1.0000 
EfficientNet-b4 0.9226 1.0000 0.9958 0.8747 
UCF 0.9969 0.4098 1.0000 1.0000 
RECCE 1.0000 0.6297 1.0000 1.0000 
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Transfer attacks are made with adversarial ex-
amples generated using PGD-50 (ε=8/255) 
against each source detector and evaluated on 
all target detectors. Results reveal that Xcep-
tion serves as the most effective surrogate as 
adversarial examples generated against it 
achieve 90% to 100% ASR on other detectors, 
with video AUC dropping to near zero on 
three of the four targets. This is significant 
given that Xception is freely available, widely 
documented and among the most used deep-
fake detectors, making it an obvious starting 
point for an attacker. 
EfficientNet-b4 stands out as the most transfer 
resistant target. When attacking using surro-

gates other than itself, it receives ASR of 41% 
to 90% and its video AUC remains at 0.29 to 
0.71 (degraded but not fully collapsed). This 
partial resilience likely reflects architectural 
differences in how EfficientNet-b4 processes 
features compared to the other three detectors, 
resulting in lower adversarial transferability. 
UCF and RECCE, despite their distinct de-
signs, are vulnerable to transfer. The recon-
struction inductive bias of RECCE provides 
no meaningful protection against transferred 
adversarial perturbations, reinforcing the find-
ings from the white-box attacks that architec-
ture diversity does not offer adversarial ro-
bustness.

 
Table 6. Square attack results 

Detector AUC Video AUC ASR 
Xception 0.4791 0.4554 0.9991 
EfficientNet-b4 0.5564 0.5531 1.0000 
UCF 0.4983 0.3861 1.0000 
RECCE 0.5426 0.4881 1.0000 

 
Without any knowledge of model internals, 
the Square attack achieves ASR between 99% 
and 100% on all four detectors. These results 
are achieved using only output scores and the 
attack does not require model gradients, archi-
tecture information or training data. In an 
eKYC context, this corresponds to an attacker 
who can repeatedly submit verification at-
tempts and observe accept/reject decisions, a 
capability that is preventable in production 
systems. 

5.4. Perturbation Imperceptibility 
We have established that adversarial perturba-
tions should remain imperceptible as a visibly 
corrupted image would be rejected by up-
stream quality checks or flagged during man-
ual reviews. The perturbation magnitudes at 
which detection collapses are very small. 
Lower epsilon FGSM produces perturbations 
metrically indistinguishable from the unper-
turbed image. 

 
Table 7. Perturbation quality metrics (Xception) 

Attack L2 PSNR SSIM LPIPS 
FGSM-0.05 0.087 74.20 0.9999 0.0000 
FGSM-0.1 0.173 68.18 0.9999 0.0000 
FGSM-2 3.458 42.16 0.9703 0.0340 
FGSM-8 13.806 30.13 0.7029 0.4072 
PGD-50 10.09 33.04 0.8147 0.2424 
CW-L2 0.382 68.35 0.9994 0.0003 
Square 11.21 43.45 0.7876 0.2057 

 
At these perturbation levels the ASR obtained 
compared to the effect it has on the perturbed 
image illustrated that this vulnerability is not 

a function of magnitude but of perturbation di-
rection. Notably, The C&W attack is operat-
ing under L2 minimization, and it achieves 
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97% to 100% ASR while maintaining PSNR between 68.35 for the Xception model. 
 

 
Fig. 2. Adversarial perturbation examples on Xception 

 
6 Conclusions 
6.1. Security and Architectural Implica-
tions 
The results show that current deepfake detec-
tors, regardless of architectural paradigm, of-
fer no meaningful resistance to adversarial 
perturbation. Under white-box PGD, all four 
detectors were completely compromised, and 
this vulnerability was seen to be transferable 
across different model architectures. These 
findings gain weight when considered along-
side the operational context established in 
Section 1 that injection attacks are the fastest 
growing threat vector in eKYC. The deepfake 
detector, positioned as the primary server-side 
defense against such attacks, can be bypassed. 
 
 6.2. Regulatory Compliance 
The EU AI Act classifies biometric verifica-
tion systems as high-risk and requires, under 
Article 15, that such systems achieve appro-
priate levels of robustness including explicit 

resilience against adversarial examples. How-
ever, the primary technical standard govern-
ing biometric attack detection, the ISO/IEC 
30107 focuses on presentation attacks such as 
printed photos, masks and screen replays, with 
no provisions for adversarial perturbation at-
tacks. In practice, a biometric system that sat-
isfies ISO 30107 testing may nonetheless be 
completely ineffective against an adversary 
who applies adversarial optimization to their 
payload. 
 
6.3. Limitations 
Several limitations should be considered 
when interpreting these results. All experi-
ments use Celeb-DF v2 in a cross-dataset set-
ting. Results may differ on other datasets or 
under in-domain training conditions. Our 
evaluation operates at the frame level and 
video level temporal defenses that exploit in-
ter-frame consistency are not considered.  
A practical limitation must be noted regarding 
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the high ASR observed at sub-pixel perturba-
tion budgets (e.g., ε = 0.05/255 and 0.1/255). 
The experimental evaluations are computed in 
a continuous floating-point space, where an ε 
of 0.05/255 represents a fractional change 
equivalent to just 1/20th of a single 8-bit pixel 
intensity value. In the context of our estab-
lished eKYC injection threat model, a real-
world attacker must submit their payload via 
methods that ingest discrete 8-bit image for-
mats (e.g. PNG, JPEG). If such small pertur-
bations are serialized and quantized back to 
standard 8-bit integer space, the adversarial 
noise is rounded to zero, which would effec-
tively destroy the attack payload. A practical 
injection attack would require a perturbation 
budget of at least ε ³ 1/255 to survive image 
serialization and network transmission. 
Finally, we do not evaluate defensive counter-
measures, and the focus of this work is quan-
tifying vulnerability. 
 
6.4. Future Directions and Conclusions 
A natural extension of this work is to investi-
gate whether adversarial training can restore 
robustness without significantly degrading 
clean detection performance. Preliminary re-
sults in the broader adversarial robustness lit-
erature suggest that this kind of training intro-
duces inherent accuracy tradeoffs [24]. 
This paper has presented an adversarial ro-
bustness evaluation of four architecturally di-
verse deepfake detectors in the context of 
eKYC security. The complete implementation 
is publicly available at 
https://github.com/sturzamihai/eardd. 
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