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In an era marked by accelerated technological transformations, education is undergoing a pro-
cess of metamorphosis that fundamentally redefines its current structure. The objectives of the
present research are oriented toward analysing how participants in the educational process,
teachers and learners, are facing new challenges and limitations. The article explores the rel-
evant literature to identify the obstacles and inefficiencies of the educational process and ex-
amines how emerging technologies such as Artificial Intelligence (Al), the Internet of Things
(IoT), and Blockchain can contribute to overcoming these barriers in the context of an ongoing
technological revolution. The study aims to provide an in-depth understanding of how these
technologies can support educational activities (teaching—learning—assessment) and the adap-
tation of education to ongoing transformations, thereby improving educational performance
and shaping the future of the educational system.
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Introduction

Education has long been one of the pri-
mary sources of personal development, open-
ing pathways to knowledge, reflection, and
self-improvement. It is not limited to the
transmission of information but also involves
the cultivation of critical thinking, creativity,
and the ability to adapt to change. Through ed-
ucation, individuals define their personal and
professional identities, shape their values, and
construct their own sense of purpose in rela-
tion to society.
Throughout history, education has been orga-
nized and structured in various institutional
forms that have evolved according to the his-
torical, social, and cultural context of each era.
These organized forms, known as educational
systems, reflect how societies understand and
manage the educational process. They encom-
pass a set of norms, institutions, methods, and
resources designed to educate individuals,
with the aim of preparing them for social and
professional integration.
The Technological Revolution witnessed over
recent decades has provided, alongside nu-
merous complex variations, solutions that,
once integrated, help societies adapt to an
ever-changing  context.  Initially, this

transformation began with the creation of a
digital environment in which information is
just a click away. Over time, the focus has
shifted toward the implementation of innova-
tive technologies that offer adaptability, per-
sonalization, enhanced accessibility, innova-
tion, and continuous progress.

The Educational Revolution has progressed
through several stages alongside technologi-
cal advancement, each shaped by the major
transformations generated by the Technologi-
cal Revolution (Figure 1). Education 1.0 can
be directly associated with the Technological
Revolution 1.0, being centered on teaching
and memorization within a uniform and stand-
ardized educational system [1]. The subse-
quent stage, Education 2.0 (corresponding to
the 19th—20th centuries), marks the emer-
gence of communication technologies and the
first uses of the Internet for educational pur-
poses. During this period, education becomes
more accessible and more connected to the
digital environment [2].

Education 3.0 is based on the accumulation
and management of knowledge using personal
computers, online platforms, and digital re-
sources, leading the entire educational process
to become more efficient and interactive. At
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present, we are in the stage of Education 4.0,
characterized by a strong emphasis on innova-
tion and advanced digital competencies. This
stage integrates Artificial Intelligence (Al),
Augmented Reality (AR), the Internet of
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Things (IoT), and personalized learning,
aligning seamlessly with the concept of smart
industry, where technology and humans col-
laborate to create a dynamic and adaptable ed-
ucational environment [3].

(2000s — 2020)

Online Creation: Student-
centric; Collaboration and
knowledge creation via

[ J (am)
13 & o=
-0 o o o >

EDUCATION 4.0

=
L}
=V (2020 - Future)

Al & Personalization: Fully

personalized learning using
ARI/VR; Skills for Industry 4.0.

Fig. 1. Chronology of education transformation (1.0 —4.0)

There is no doubt that the use of technology is
becoming increasingly prominent in the cur-
rent era. It is easy to observe that the prevail-
ing trend is to integrate technology and inno-
vation into education to adapt to the specific
changes of modern times. Certainly, both
learners and teachers show strong interest in
its integration. To develop the necessary com-
petencies and respond to continuously evolv-
ing needs, their orientation is toward change,
both in teaching and learning methods [4].
Considering the challenges faced by both
learners and teaching staff, it is necessary to
adopt a balanced approach that addresses the
needs of both parties and generates benefits
throughout the entire educational process
(teaching—learning—assessment).  Analyzing
the current dynamic and constantly changing
context, it becomes relevant to focus on the
solutions offered by the digital environment,
which can rapidly adapt to these transfor-
mations. In this regard, education has gradu-
ally evolved and continues to move toward E-
Learning, with this digital transformation be-
ing viewed both as a necessity and as a solu-
tion to the identified barriers.

It is worth noting the clearly increased interest
in integrating emerging technologies into ed-
ucation, especially at the research level (1,567

articles published between 2000 and 2024)
[5]. Research focuses on the implementation
of these innovative tools, the challenges of
their adoption, and the evaluation of their per-
ceived effectiveness following use. Therefore,
there is a pressing need for a detailed analysis
of these aspects, as well as for dedicated stud-
ies that specifically address the integration
and impact of emerging technologies in edu-
cation.

In this context, the present study aims to ana-
lyze existing educational systems alongside
the challenges and limitations they currently
face, while also highlighting opportunities for
integrating innovative technologies that can
contribute to the modernization of the educa-
tional process and the improvement of learn-
ing performance. The article is structured into
three main sections. The Literature Review
section presents the current state of educa-
tional systems, emphasizing the numerous
limitations encountered, as well as emerging
solutions that may have a positive impact on
education. Once implemented, these innova-
tive elements have the potential to increase
learner engagement, support teachers in
adapting methods to contemporary needs, and
contribute to a more efficient, personalized,
and equitable educational process.
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The Opportunities and Benefits section pre-
sents three major emerging technologies (Ar-
tificial Intelligence, Internet of Things and
Blockchain) that address the challenges expe-
rienced in education and support both teachers
and learners. This section highlights the use-
fulness and effectiveness of integrating these
technologies, as well as the multiple benefits
they can bring to the educational process. The
Discussions and Conclusions section outlines
the key findings of the study, focusing on ed-
ucational systems, the challenges they face,
opportunities for improvement, and the ongo-
ing benefits of using emerging tools within the
educational context.

2 Literature Review

Educational systems play an essential role in
shaping and developing society, alongside
various factors such as economic, cultural,
and political ones. All these subsystems (eco-
nomic, cultural, community and educational)
work together to foster a sustainable and pros-
perous society. Their primary and shared ob-
jective is to develop human capital, transmit
cultural values, and cultivate the competen-
cies necessary for social and professional in-
tegration [6]. On the other hand, the educa-
tional system is influenced by state policies,
available economic resources, the cultural val-
ues of the community, and the evolution of In-
formation and Communication Technologies
(ICT). At the same time, it is important to
note, and widely acknowledged, that a high-
performing educational system contributes
significantly to economic development and
social cohesion.

2.1 Current Issues in Education

It is widely recognized that within the contem-
porary educational system, multiple issues af-
fect the quality of the instructional process.
Thus, it is important to analyze the problems
faced by participants in the educational pro-
cess, highlighting the obstacles encountered in
learning, as well as the deficiencies and chal-
lenges faced by teachers, which directly influ-
ence the quality of the educational act. This
structure allows for a systematic and compar-
ative evaluation of existing gaps, providing

the basis for identifying appropriate solutions
and developing strategies for educational im-
provement.

2.1.1 Limitations from the Learners' Per-
spective

Among the existing limitations, those primar-
ily experienced by the direct beneficiaries of
education deserve special attention. Learners
should have access to all educational re-
sources, and the educational process should
involve modern and effective methods tai-
lored to their needs and generational charac-
teristics.

The first significant issue to be mentioned
concerns access to basic informational re-
sources, such as the Internet or personal com-
puters. Unfortunately, despite the rapid evolu-
tion of technology, there are still some situa-
tions in which students lack access to these re-
sources either at school or at home [7]. Some
of these situations are visible, while others re-
main unnoticed; however, in both cases, edu-
cational accessibility is neither sufficiently
expanded nor equitably distributed among
participants in the learning process, which
represents an indispensable factor.
Furthermore, a clear disparity can be observed
between regional environments, particularly
urban and rural areas. Even within the same
territorial unit, access to education varies con-
siderably depending on the context in which
students live. In rural areas, access to educa-
tional resources and opportunities is signifi-
cantly reduced or almost nonexistent com-
pared to urban areas [8].

Another issue faced by the younger generation
of pupils and students relates to inadequate
teaching methods. Over the years, generations
have changed, as have their interests. Conse-
quently, new instructional approaches must be
adopted to address current needs and align
with modern ways of understanding and learn-
ing [9]. While traditional education empha-
sized memorization and the acquisition of
basic concepts, today’s learners are more in-
clined to explore and engage with topics re-
lated to contemporary concepts and those that
reflect personal interests.

Closely related to the limitation discussed
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above is the insufficient attention given to in-
dividualized learning needs, particularly the
lack of adaptations for students with disabili-
ties or special educational needs. Although
such cases are relatively rare, they must be ad-
dressed appropriately in a manner that ensures
learners’ right to education, understanding,
and support [10]. Unfortunately, these situa-
tions often require additional time when tradi-
tional approaches are used and, in many cases,
are not identified early enough to design spe-
cific and personalized interventions.

Other key aspects concern learners’ motiva-
tion and engagement, which tend to be in-
creasingly low. The pressure to achieve high
grades and academic performance can dimin-
ish natural curiosity and intrinsic motivation
to learn. At the same time, the lack of empha-
sis on practical and digital skills leaves learn-
ers unprepared for the real demands of the la-
bor market or higher education. This issue is
closely linked to motivation, as students who
do not perceive the practical relevance of what
they are learning are less likely to actively en-

gage [11].

2.1.2 Perceived Pedagogical Challenges
From a complementary perspective, teachers
also face significant challenges that hinder
their ability to provide learners with high-
quality and effective educational experiences.
First, the heavy workload and burden of ad-
ministrative tasks are particularly notable. If
these activities were to be fully or partially au-
tomated, they could significantly reduce
teachers’ perceived workload. In this way, ex-
tensive obligations - including reporting, per-
forming repetitive tasks, completing forms,
and managing documentation (all of which are
time-consuming) - once automated, would al-
low teachers to focus more on direct interac-
tion with pupils or students, thereby increas-
ing the quality and value of the teaching pro-
cess rather than being absorbed by administra-
tive duties [12].

The second critical challenge is the lack of ad-
equate resources and infrastructure. Many ed-
ucational institutions continue to rely on out-
dated textbooks and teaching materials, which
often contain examples that are no longer

relevant or representative of the needs of con-
temporary society. Teachers perceive the lack
of stable Internet access, or an insufficient
number of devices required for educational
activities as major impediments [13]. They
also face specific contextual challenges, such
as the need to respond to the diverse require-
ments of learners with learning difficulties.
The presence of such situations requires time,
adapted instructional approaches, adequate
support, and appropriate professional training
[14].

Moreover, insufficient preparation in innova-
tion-related competencies represents a signif-
icant barrier. Given the rapid pace of techno-
logical advancement, teachers must continu-
ously stay up to date and be proficient in using
relevant software and online platforms. Mas-
tery of these tools is essential to maintaining a
dynamic, innovative, and up-to-date class-
room environment. Although basic digital
skills are generally covered and technology
continues to advance rapidly, there are still in-
sufficient specialized training programs to
prepare teachers to pedagogically integrate
Artificial Intelligence into teaching, to use
these tools ethically and effectively, and to
adapt them to the specific context of each dis-
cipline. This lack of training creates a gap be-
tween the potential of technology and teach-
ers’ ability to fully leverage it [15].

2.2 Emerging Technologies: a necessity and
a solution

As the Technological Revolution reconfigures
the global landscape, every sector is increas-
ingly compelled to integrate advanced digital
tools. Emerging technologies, such as Artifi-
cial Intelligence, Virtual Reality (VR), and
Adaptive Learning platforms, represent direct
responses to these major changes. In the spe-
cific context of education, emerging technol-
ogies are defined as "tools, technologies, in-
novations, and advancements used in various
educational settings to serve a variety of edu-
cational purposes" [16], highlighting key
characteristics such as novelty, rapid develop-
ment, and transformative potential.

Below are three solutions that can support the
resolution of existing problems in education:
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Artificial Intelligence, Internet of Things and

Blockchain (Figure 2).
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Fig. 2. The technological pillars of educational innovation

Al is analyzed along with all its revolutionary
components and applications, [oT is consid-
ered an indispensable element of the current
modern framework, and Blockchain repre-
sents a key factor that can be easily integrated
alongside IoT for the development of complex
solutions.

2.2.1. Automated and Intelligent Tools — Al
The first aspect to consider when discussing
emerging technologies leads us to the concept
of Artificial Intelligence and everything it en-
tails. The term Al was coined to describe sys-
tems that mimic cognitive functions generally
associated with human attributes, such as
learning, speech, and problem-solving [17]. In
fact, Artificial Intelligence is itself a product
of human creativity and natural intelligence.
Therefore, when the two are compared, they
can never occupy an equal position. Al should
be regarded as a collaborator of human intel-
ligence, working synergistically to form a
more coherent and efficient whole [18].

Among the most representative examples il-
lustrating Artificial Intelligence are AlphaGo
and IBM Watson. AlphaGo demonstrated
Al’s ability to learn and analyze complex
strategies by defeating one of the world’s top
Go players. IBM Watson, on the other hand,
is a system capable of processing large vol-
umes of data, answering complex questions,

and providing evidence-based recommenda-
tions, being applied in fields such as medicine,
data analytics, and education [19]. This cate-
gory also includes advanced technologies
such as Machine Learning, Deep Learning,
Natural Language Processing (NLP), Com-
puter Vision, Speech Recognition, and Gener-
ative Algorithms, which can interact with the
physical environment, recognize objects, in-
terpret voice commands, and perform autono-
mous tasks.

At this level, Chatbots can also be mentioned.
These are software programs capable of con-
ducting human-like conversations in a realis-
tic manner. They can be considered virtual tu-
tors, able to quickly and efficiently respond to
students’ questions and recommend additional
lessons based on their mistakes or areas of in-
terest. A basic example is Duolingo, a learn-
ing Chatbot that provides trainees with con-
versational exercises and feedback. Another
type of Chatbot can be found on the official
platforms of certain universities, assisting stu-
dents with administrative aspects such as en-
rollment, timetables, or course-related infor-
mation (examples of such innovations already
in use include Georgia Tech’s Ponce Chatbot,
eCampus, or MyUni, belonging to the Univer-
sity of Adelaide, Australia) [20].
Furthermore, Al enables the personalization
of each learning experience, considering that
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every educational beneficiary has individual
needs and a unique learning style; factors that
cannot always be fully addressed in a stand-
ardized classroom setting with a single in-
structor teaching an entire group. In this way,
personalization can provide content recom-
mendations, notify users about their study
schedules, and perform various other im-
portant functions. Al can learn to optimize
how users assimilate information, making the
educational process more efficient and pro-
ductive [18]. In addition, Artificial Intelli-
gence supports teachers by successfully han-
dling administrative tasks or providing contin-
uous and consistent feedback. Using these ad-
vanced methods, repetitive tasks such as as-
sessment, attendance tracking, and data anal-
ysis are automated, allowing teachers to focus
their time on what truly matters: building
stronger relationships with learners and, ulti-
mately, shaping a highly competent and well-
rounded generation.

Moreover, from an inclusion perspective, as-
sistive technologies such as text-to-speech,
speech-to-text, zoom functions, predictive
text, spell checkers, and search engines repre-
sent just a few examples of tools originally de-
signed to support individuals with disabilities
[19]. Over time, having demonstrated their
usefulness, these technologies have been inte-
grated into nearly all information systems and
are now accessible to everyone. Currently, ac-
cording to [21], to further support inclusion,
AR and VR technologies have proven partic-
ularly effective, as they create immersive
learning experiences and can enhance the un-
derstanding of concepts in a more accessible
manner for students, considering their need
for personalized support through alternative
methods of engagement and comprehension.

2.2.2. 10T

The ability of the Internet to allow connected
devices to interact and share information to
make "smart decisions" is known as [oT. This
concept encompasses all physical objects
equipped with sensors, software, and connec-
tivity that enable them to collect and exchange
data via the Internet.

In education, IoT ranges from basic elements

like smartboards and occupancy sensors to ad-
vanced systems like facial recognition and en-
vironmental monitoring [22]. These monitor
both physical factors (temperature, air quality)
and educational indicators (student perfor-
mance or concentration levels). The role of
IoT includes energy saving, health and safety
monitoring, campus environment optimiza-
tion, and facilitating remote participation. As
described in [23], IoT is a facilitator for sus-
tainable and smart education, addressing man-
agement, teachers, and learners alike. For ed-
ucational management, IoT ensures safety
through smart cameras and detection systems
to identify incidents like physical abuse, bul-
lying, or fires. Additionally, smart school
transportation can be monitored to prevent sit-
uations that compromise student safety [24].
For direct beneficiaries, IoT benefits include
smart scanners, interactive whiteboards, and
systems designed to manage curricula effi-
ciently. [oT components are particularly valu-
able for individuals with physical or cognitive
disabilities; for example, sensor-equipped
gloves paired with a voice-generating tablet
can help students with speech or hearing dif-
ficulties communicate in class. For teachers,
IoT automates attendance through biometric
systems or barcode identification integrated
with facial recognition.

Overall, there is a strong drive toward a smart
educational framework integrating IoT,
blockchain, and adaptive solutions. Notable
examples include the ICampus initiative (Cur-
tin University, Australia) [26], and similar
Smart Learning Environments in Finland
(Tellus) [27] and Singapore (SmartCampus).
In parallel, research has proposed data-driven
predictive systems for air quality that are in-
tended to monitor in real time the physical en-
vironment of educational institutions, contrib-
uting to the creation of a safer and healthier
environment for all stakeholders involved in
the educational system [28].

2.2.3. Blockchain

Another highly important and topical element
is represented by Blockchain technology. Alt-
hough it is primarily known for its use in cryp-
tocurrencies, it has been integrated into
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numerous fields to ensure transparency, secu-
rity, and automated data verification. In edu-
cation, once implemented, Blockchain tech-
nology offers multiple benefits.

For instance, students and academic staff can
access courses at any institution within the
network, as their academic records are availa-
ble to authorized persons regardless of the in-
stitution or location, being managed through
Blockchain mechanism. Moreover, the system
allows institutions to issue certificates for
graduating students based on Blockchain and
enables other academic institutions or em-
ploying organizations to verify the authentic-
ity and integrity of these certificates [29].
Such implementations demonstrate how
emerging technologies can transform tradi-
tional school infrastructure into a smart and
sustainable ecosystem, adapted to the daily
changes and needs of the educational environ-
ment. All these advanced technologies, in-
cluding the ones and beyond, bring us closer
to the manifold benefits of smart and highly
efficient educational ecosystems. Their inte-
gration into the learning process can lead to
measurable improvements in the performance
of education beneficiaries and learning effi-
ciency, the specific metrics of which will be
detailed below.

2.3. Notable Performances of Emerging
Implementations

The use of emerging technologies in the edu-
cational process has also been examined from
the perspective of learners’ performance, and
the results largely indicate significant im-
provements. Learners have become more mo-
tivated, more efficient, and more engaged in
the learning experience.

IoT represents one of the key elements that
has enhanced the learning process and has
made numerous contributions through the
transition of education to the online environ-
ment. In practice, it has expanded access to
education by facilitating the delivery and shar-
ing of information through remote sessions,
improving efficiency by up to 20%, according
to [23].

The use of personalized learning systems can
also increase course participants’

performance. One example is Carnegie Learn-
ing’s Al-based mathematics software, an edu-
cational program designed to help learners
study mathematics in a precise and individu-
alized manner, tailored to each person’s
needs. According to [20], its use can increase
end users’ mathematics performance by up to
30%. Similarly, the same source mentions Du-
olingo, another software application devel-
oped to support users in learning foreign lan-
guages in a more accessible and personalized
way, offering a learning experience adapted to
each student’s proficiency level, interests, and
learning style.

Once Blockchain is integrated into education,
it can enhance the performance of educational
stakeholders by supporting the gamification
of the learning process, offering tokens as re-
wards for achievements and progress. Block-
chain technology ensures that these tokens are
distributed transparently, fairly, and securely,
eliminating errors or fraud [29]. As a result,
participants become more motivated and en-
gaged, which improves their learning out-
comes, making the educational experience
more effective, interactive, and personalized.
Gamification in education, together with vari-
ous implementation approaches (digital lead-
erboards, adaptive tests, or interactive games),
has been shown to lead to a more interactive
and engaging learning experience. It increases
participants’ interest in school subjects, en-
hances self-efficacy, engagement, and moti-
vation, and ultimately encourages them to
achieve better academic results. In addition,
Virtual Reality appears to increase motivation
and active participation, while also improving
knowledge acquisition and retention [30].
From a learning analytics perspective, teach-
ers can access and use real data on learners’
engagement and motivation through Key Per-
formance Indicators (KPIs) provided by digi-
tal platforms. In this way, platforms become
intelligent environments capable of anticipat-
ing behaviours, identifying issues, and opti-
mizing academic performance. In study [31],
data from a group of learners on Moodle (in-
cluding clicks, activities, downloads, and fo-
rum participation) were transformed into KPIs
such as task and assignment completion
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frequency (number and pace of completed
tasks), interaction with educational resources
(accesses and downloads), participation in
collaborative activities (forum posts and re-
plies), time spent on the platform (session du-
ration), and work pace relative to deadlines
(fluctuations in activity levels). These KPIs
effectively reflect each participant’s learning
style. The use of these innovative methods
supports teachers by enabling data-driven
pedagogical decisions and the personalization
of the learning experience to meet learners’

Administrative
Workload

Lack of
Personalization

loT Inaccurate
Evaluation Poor Infrastructure

Performance & ‘s
Motivation Gap Generic Content

specific needs, improving both the efficiency
of the educational process and individual per-
formance.

3 Opportunities and Benefits

Based on the correlation between the
identified problems and the appropriate
technological solutions, it follows that their
implementation in an educational context
offers, beyond the mitigation or resolution of
existing issues, extensive operational and
pedagogical benefits (Figure 3).

Academic
Equity

Continuous
Evolution

Inequitable Access

Adaptivity /
ustomizatio

Al
Prediction /
Foresight

Fig. 3. Current challenges, solutions and benefits of IoT, Blockchain and Al in education

As illustrated in the figure above, each of the
three technologies addresses at least one criti-
cal challenge found in modern education. loT
primarily manages issues regarding increased
accessibility to the Internet and digital learn-
ing resources, while facilitating the creation of
a "future-ready" environment that optimizes
operational costs and campus physical safety.
Blockchain complements this by addressing
security concerns and qualification fraud, en-
suring the transparency of financial transac-
tions and the protection of intellectual prop-
erty. Artificial Intelligence emerges as the
most versatile technology, addressing most

limitations, including the lack of personaliza-
tion, subjective assessment, and the heavy ad-
ministrative workload of educators.

Furthermore, these technologies provide dis-
tinctive added value through benefits such as
continuous adaptation and the profound per-
sonalization of the didactic act, alongside en-
hanced security for internal information re-
garding certifications and materials. These are
joined by complex yet essential capabilities,
such as academic equity, agile content devel-
opment, and immediate, data-driven objective
assessment. This fundamentally transforms
evaluation from a mere classification tool into
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a strategic instrument for development and in-
tervention.

The emerging technologies discussed (Al loT
and Blockchain) prove to be both useful and
indispensable within the described educa-
tional context, resulting in a strategic conver-
gence of digital solutions. The transition to
Education 4.0 represents more than simple
digitalization; it is a systemic transformation
that prioritizes efficiency, equity, and the in-
dividual development of future-ready compe-
tencies.

4 Conclusions

We are at a turning point in terms of Techno-
logical Evolution, where adaptation to new
demands is essential across all fields, and ed-
ucation is no exception. The present research
demonstrates that the identified issues are felt
by all participants in the educational process.
A central finding is that each emerging tech-
nology offers a strategic solution to traditional
limitations: IoT addresses infrastructure and
operational efficiency, Al covers the needs for
personalization and didactic automation, and
Blockchain resolves challenges related to data
trust and integrity. Consequently, closing tra-
ditional gaps and overcoming essential barri-
ers provides synergistic benefits for all stake-
holders, signaling a systemic transformation
of the educational process.

A limitation of the current study lies in its con-
textual nature, being heavily influenced by the
rapid pace of Al development and the contin-
uous shifts in the field. For this reason, it is
necessary to note that some results and con-
clusions may quickly become outdated. In this
regard, future research will aim to refine and
deepen this initial analysis. Key objectives
will include assessing participant perception
through surveys and detailed data analysis to
evaluate the limitations experienced by direct
participants. Additionally, future work will
aim to categorize and organize emerging tech-
nologies (Al IoT and Blockchain) based on
education levels (primary, secondary, higher
education) to determine where these techno-
logical solutions are most appropriately ap-
plied. Education 4.0 is not an option but an in-
evitable necessity. It stands as an imperative

condition that redefines the human role, forc-
ing the academic environment to choose be-
tween stagnating in the past and shaping the
future.
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