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The accelerated dynamics of technological evolution has led to a reconfiguration of the security
environment by addressing new vulnerabilities, risks and threats generated by the migration of
risk-generating entities into cyberspace. These risks are also enhanced by the interest shown
by criminal entities in technologies such as Blockchain, which are proving to be attractive in
terms of existing functionalities. These changes in the security environment and, by extension,
in the international economic environment, are challenges that require a proactive, sustainable
and integrated approach. This article aims to analyze the impact of blockchain technology on
society in terms of both the benefits and risks of exploiting this technology.
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Introduction

In order to achieve their illicit goals, threat
actors have undertaken activities to increase
their actionable capabilities in cyberspace
including through emerging and disruptive
technologies [1].
Blockchain technology, especially by its
association with cryptocurrencies, has seen
the most significant increase of the use among
threat actors, with money laundering,
distribution, management and monetization of
malware, financing extremist-terrorist groups,
cyber fraud or child pornography being
among the purposes served. Such activities
carried out using blockchain technology are a
source of significant security risks, and the
rate of evolution of this phenomenon indicates
that the international economic environment
may be affected by the paradigm shift caused
by international recognition of
cryptocurrencies as a means of payment for
goods, services and other assets, without
raising awareness about the technology.
The issue of security threats generated by the
abuse of blockchain technology is of interest
in terms of identifying preventive actions
through the adoption of measures under the
security-by-design concept, both from a
technical and legislative perspective.
In the context of the increasing popularity of
blockchain technology in society and its use

by entities generating security threats to
pursue their own agendas, strategic
documents  [26] [27] have  been
proposed/adopted at European and national
level, in which emerging and disruptive
technologies are presented as supporting
sustainable economic and administrative
development, but also as enabling elements
for the wvulnerability of key areas of the
society. For example, the inclusion of
blockchain technology in the text of the
Strategy of the Ministry of Internal Affairs for
Information Security in Electronic Format
2021-2026 reveals the interest of the local
authorities in the sphere of national security
and public order in preventing and
counteracting the abuse of technology for
illicit purposes and the establishment of a
security-by-design perspective [28] in order to
anticipate and provide early warning of new
threats caused by the use of blockchain
technology for malicious purposes.

Such approaches need to be supported in order
to be translated into action in an integrated
manner that consists of developing research
on blockchain technology to meet societal
needs [29] and to address security
vulnerabilities that may impact the
international economic environment.

In this sense, it is necessary to raise awareness
among stakeholders about the benefits of
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blockchain technology and to eliminate its
stigmatization as being a tool used by threat
actors to carry out illicit actions.

The research aims to make a comparative
analysis of the benefits and threats of
blockchain technology. The first part of the
research will analyze how threat actors such
as organized crime groups or extremist
terrorist  organizations use  blockchain
technology.

The second part of the research will present
the benefits of using this technology in areas
such as preventing and combating
disinformation or  digital evidence
management, and the conclusions of the
research will present the impact of this
technology on society.

2 Threat actors who use Blockchain
Technology

As the popularity of blockchain technology
rises among the population, even though most
of its users do not have the technical
knowledge to understand the process, a series
of risk generator entities have reoriented their
capabilities in order to use this technology,

- -

among which the following stand out:
organized crime and cyber groups,
terrorist/extremist groups.

2.1 Organized crime and cyber groups
Assessments presented in the Europol report
on the use of cryptocurrencies by exponents of
the criminal phenomenon reveal that although
the amounts circulated via cryptocurrencies
have remained constant in relation to the total
value of the sums obtained from illegal
activities, there has been a numerical increase
in cryptocurrency transactions [2]. This
indicates an increased focus in blockchain
technology by these criminal groups and also
supports the hypothesis that such entities will
devote financial, logistical and human
resources to the development of blockchain-
based solutions to support the financing of
organizations and the laundering of the
proceeds of illegal activities, aspects which
represent risks and threats to the international
economic environment. A total of 14 billion
USD was reported in 2021 as being obtained
from illegal activities, most of the sums being
obtained through fraud (Figure 1).

s

Fig. 1. Total cryptocurrency value received by illicit addresses, 2017-2021 [3]

The use of Blockchain technology by criminal
groups or hacktivists is favored by its
characteristics in terms of security and speed
of transactions, but especially in terms of its
decentralization concept which confers the
perception of anonymity to certain activities,
even if the blockchain is public [4]. Even if the
direct attribution of a block is not technically
possible, the possibility of monitoring the
translatability in the blockchain and tagging
known nodes or clusters (exchange, previous

investigations, publicly assumed addresses,
etc.) [5] facilitates the identification of users
who are concerned about using the technology
for illicit purposes [6].

The increasing number of people that handle
cryptocurrencies, corroborated with their lack
of expertise on how this technology works,
has been exploited by organized crime groups
and an increase in cryptocurrency fraud has
been observed [7]. In this regard, in the United
States, the number of crypto crimes reported
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in 2020 increased by 24,057% compared to proportional to increases in the value of

2016 [8] (table 1) this increase being directly  Bitcoin (Figure 2).

Table 1. Increasing rates of crypto crimes in United States [9]

Year Cryptocurrency | Bitcoin | Ethereum | Total reported crimes
2016 14 324 2 340

2017 311 1,574 188 2,073

2018 677 4,742 212 5,631

2019 1,757 18,937 117 20,811

2020 4,275 77,315 | 546 82,135
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Fig. 2: Bitcoin Marker Cap evolution (USD), 2016-2020 according to
www.coinmarketcap.com

At the same time, the lack of user expertise as illicit activities involving the stealing of funds

well as the increase in the value of (Figure 3).
cryptocurrencies has led to a 500% increase in
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Fig. 3: Percent change in value received by crime type [10]

2.2 Terrorist/extremist groups

In the context of the measures adopted by the
international community in order to prevent
and combat terrorism, the possibilities of
financing these groups have been
considerably limited, particularly in terms of
the use of conventional transfer services and
conventional financial system [11], [12]. The
concept of decentralization, as well as the
perception of anonymity of transfers of
blockchain-based currency, has led to
increased use of this technology by extremist-
terrorist, especially regarding the use of
cryptocurrencies [13], [14], [15]. This
statement is also supported by the quantitative
increase in transactions in blockchain carried
out through addresses tagged as being used by
terrorist entities or that have been included in
their related clusters.

Expert assessments have revealed that the
main use of blockchain technology is for

fundraising to finance terrorist activities.
Unlike cybercrime groups that have the
necessary expertise and the capabilities to
engage in research to identify opportunities to
facilitate illicit activities through blockchain
technology, terrorist groups use this
technology without the necessary expertise,
strictly to satisfy their pecuniary interests
[16]. This is also reinforced by the increasing
interest of terrorist organizations to use
cryptocurrency exchanges (figure 4). In this
sense, blockchain technology represents an
alternative for these organizations to
previously used illicit parallel financial
systems, such as Hawala system, which
denotes their intention to adapt their operating
modes to the current reality characterized by
the intensive use of technology to perform
conventional tasks.
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Fig. 4. Coinbase monitor on cryptocurrency fundraising for terrorism related organizations
[17]

3 Using Blockchain Technology to Counter
Threats and Limit Security Risks

The fast evolution of emerging and disruptive
technologies such as Machine Learning, 5G,
Artificial Intelligence, Blockchain will lead to
significant changes in fundamental areas
(economic, financial, security, education) that
can both be beneficial to society by
streamlining common  processes  and
increasing comfort levels through technology,
but also malicious through the abuse of
technology carried out in order to commit
actions that generate security risks (cyber-
attacks, parallel financial systems, money
laundering, dissemination of disinformation,
deep fake operations, botnets etc.).

As the blockchain technology is currently
linked to an economic component, the focus
of criminal actors in developing this area is
raising, and there is a possibility that the level
of expertise of criminal groups in this field
will increase in order to identify other
opportunities to use blockchain technology to
commit illicit actions with an impact on the
international  security and  economic
environment  (management of  botnet
infrastructures based on blockchain [18],
development of encrypted peer-to-peer
communication systems [19] for the
conspiracy of criminal activities, etc.).

This advantage can only be exploited by
researching this technology at an early stage,
as the fast rate of digital development leads to
continuous mutations that can result in threats,
especially in the field of cyber security.

At the same time, there are approaches to use
blockchain technology to facilitate other key
areas in the security enforcement process,
such as combating and preventing
disinformation and propaganda or optimizing
the forensic evidence management process
through blockchain systems.

3.1 Using Blockchain Technology to
Establish the Traceability of Illicit Funds
Used by Criminal Organizations

Even if cryptocurrency based on blockchain is
used for committing risk-generating actions,
the emergence of this technology is an
advantage for law enforcement agencies as
blockchain's public architecture allows for
open-source monitoring and investigation of
illegal items. In this sense, the identification
or assignment of a block to a criminal entity
can facilitate the traceability of the entire
organization and all the blockchain resources
used, making it possible to perform cluster
analysis of the entire ecosystem used to
commit security risk-generating actions [20].
Tools developed by private companies such as
Chainalysis, CipherTrace or Eliptic exploit
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the exploits the public component of the
blockchain to establish patterns and labels
assigned to crypto wallets so as to determine
the traceability of certain funds and allow
their de-anonymization by assigning specific
identifiers to each user.

In this sense, the public nature of the
blockchain can allow investigators to develop
ecosystems based on the traceability of
cryptocurrencies used for illegal purposes,
creating an overview of the networks
involved.

3.2 Prevent and Counter Disinformation
using Blockchain Technology

As for the concept of using blockchain
technology to prevent and combat
disinformation and propaganda carried out
through deep fake processes, it involves the
implementation of a decentralized register
that must be confirmed and re-verified so that
subsequent alteration of online content is
impossible. At the same time, the
implementation of a checking system in the
virtual informational environment based on
blockchain will allow Internet users to trace
the information and the data sources could to
be monitored and validated in the blockchain
so that the authenticity of online content can
be certified as being reliable [21].

Establishing a system to confirm the
authenticity of certain information and to
mark the credibility of the source would

o

considerably limit the capacity to disseminate
false information (e.g. fake news, deep fake)
or propaganda, especially in the context of the
increasing spread of this phenomenon in the
virtual environment.

Therefore, both in terms of terrorist
propaganda aimed at radicalizing
sympathizers and other forms  of
ideologically, financially, geo-strategically
etc. motivated disinformation, blockchain
technology can be used to create societal
resilience and counter current threats to
democratic values.

3.3 Using Blockchain Technology in Digital
Forensic Evidence Management
Blockchain technology can also facilitate the
forensic evidence management process, as the
issue of ensuring confidentiality, availability,
authenticity and non-repudiation of this type
of data is a challenge for all law enforcement
and judicial institutions around the world,
especially in the context of the growing
awareness of the importance of digital
evidence  obtained  through  forensic
procedures or through direct collection from
entities/companies that manage such data
(CCTV, email addresses, logs, cryptocurrency
wallets etc.) [23]. The growth in the volume
of digital evidence is also supported by the
increasing number of requests for such data
from law enforcement agencies (Figure 5) and
the development of digital forensic types.

162 9856

Fig. 5. EU Data requests to a number of Online Service Providers from 2018 to 2020 [24]
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Using blockchain  based system for
maintaining chain of custody of digital
evidence has the propriety to ensure
traceability of the investigation and transfer
process carried over the piece of evidence
under trial. Apart from the conventional
method where the human factor has an
important role in claiming the authenticity of
the evidence, the blockchain method is based
on the transactions occurring on the electronic
evidence. Every transaction gets logged in a
distributed ledger and this entry is permanent,
thus removing the need for reliance on
trustworthiness of stakeholders involved [25].

4 Conclusions

In the perspective of digitization of modern
societies, the concept of security should not be
neglected as it is an essential part of the whole
evolution process. Even though blockchain
technology in used in illegal activities, its
characteristics can be exploited to ensure a
climate of security, but also to streamline vital
activities within society and economic
environment.

The broad spectrum of blockchain use should
be exploited to streamline areas such as
transport, finance, administration or security,
and further research in the field may reveal
other possible uses that could improve
people's everyday activities.

In conclusion, the wuse of blockchain
technology has advantages over its use by
threat actors, and further research is needed to
identify key sectors where it can be used.
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